SYSTEM NAME AND NUMBER:

PBGC-22: Remote Work, Telework, and Alternative Worksite Records

SECURITY CLASSIFICATION:

Unclassified

SYSTEM LOCATION:

Pension Benefit Guaranty Corporation (PBGC), 445 12% Street SW, Washington, DC, 20024-
2101. (Records may be kept at an additional location as backup for continuity of operations.)
SYSTEM MANAGER(S):

Remote Work and Telework Managing Officers, Human Resources Department, PBGC, 445 12th
Street SW, Washington, DC, 20024-2101.

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:

29 U.S.C. 1302; 44 U.S.C. 3101; 5 U.S.C. 301; 5 U.S.C. 6120.

PURPOSE(S) OF THE SYSTEM:

The purpose of this system of records is to collect and maintain records on current and former
employees who have participated in, presently participate in, or have sought to participate in
PBGC's Remote Work or Telework Programs.

CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:

Current and former employees of PBGC who have requested to participate in PBGC’s Remote
Work or Telework Programs in order to work at an alternative worksite other than their official
PBGC duty station and physicians who certify eligibility for medical telework.

CATEGORIES OF RECORDS IN THE SYSTEM:

Name, position title, grade, series, and department name; official PBGC duty station address and
telephone number; alternative worksite address and telephone number(s); date telework
agreement received and approved/denied; telework agreement, self-certification home safety
checklist, and supervisor-employee checklist; type of telework requested (e.g., medical, episodic,

or regular); regular work schedule; remote work or telework schedule; approvals/disapprovals;



mass transit benefits received through PBGC’s mass transit subsidy program; physician
certification for medical telework; and any other miscellaneous documents supporting telework.
RECORD SOURCE CATEGORIES:

Subject individuals; subject individuals’ supervisors; and physicians.

ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING
CATEGORIES OF USERS AND THE PURPOSES OF SUCH USES:

Information about covered individuals may be disclosed without consent as permitted by the
Privacy Act of 1974, 5 U.S.C. 552a(b), and:

1. A record from this system may be disclosed to Federal, state, tribal or local governments
during actual emergencies, exercises, or continuity of operations tests for the purposes of
emergency preparedness and responding to emergency situations.

2. A record from this system may be disclosed to the Department of Labor when an
employee is injured when working at home while in the performance of normal duties.

3. Arecord from this system may be disclosed to the Office of Personnel Management
(OPM) for use in its Telework Survey to provide consolidated data on participation in
PBGC's Telework Program.

4. A record from this system of records may be disclosed to appropriate third parties
contracted by the agency to facilitate mediation or other dispute resolution procedures or
programs.

5. Arecord from this system may be disclosed to the PBGC Information Technology
Infrastructure Operations Department (ITIOD) when necessary for the shipping of
Government-owned IT equipment to an employee’s approved alternative work location.

6. A record from this system may be disclosed to the PBGC Workplace Solutions
Department (WSD) when necessary to account for office furniture loaned to an employee

for use at their approved alternate work location.



7. Arecord from this system may be disclosed to law enforcement in the event the record is
connected to a violation or potential violation of law, whether civil, criminal or
regulatory in nature, and whether arising by general statute, regulation, rule, or order
issued pursuant thereto. Such disclosure may be made to the appropriate agency,
whether federal, state, local, or tribal, or other public authority responsible for
enforcing, investigating or prosecuting such violation or charged with enforcing or
implementing the statute, or rule, regulation, or order issued pursuant thereto, if PBGC
determines that the records are both relevant and necessary to any enforcement,
regulatory, investigative or prospective responsibility of the receiving entity.

8. Arecord from this system of records may be disclosed to a federal, state, tribal or local
agency or to another public or private source maintaining civil, criminal, or other
relevant enforcement information or other pertinent information if, and to the extent
necessary, to obtain information relevant to a PBGC decision concerning the hiring or
retention of an employee, the retention of a security clearance, or the letting of a
contract.

9. With the approval of the Director, Human Resources Department (or his or her
designee), the fact that this system of records includes information relevant to a federal
agency’s decision in connection with the hiring or retention of an employee, the retention
of a security clearance, the letting of a contract, or the issuance of a license, grant, or
other benefit may be disclosed to that federal agency.

10. A record from this system of records may be disclosed in a proceeding before a court or
other adjudicative body in which PBGC, an employee of PBGC in his or her official
capacity, an employee of PBGC in his or her individual capacity whom PBGC (or the
Department of Justice (DOJ)) has agreed to represent is a party, or the United States or
any other federal agency is a party and PBGC determines that it has an interest in the

proceeding, and if PBGC determines that the record is relevant and necessary to the



11.

12.

13.

14.

15.

proceeding and that the use is compatible with the purpose for which PBGC collected the
information.

When PBGC, an employee of PBGC in his or her official capacity, or an employee of
PBGC in his or her individual capacity whom PBGC (or DOJ) has agreed to represent is
a party to a proceeding before a court or other adjudicative body, or the United States or
any other federal agency is a party and PBGC determines that it has an interest in the
proceeding, a record from this system of records may be disclosed to DOJ if PBGC is
consulting with DOJ regarding the proceeding or has decided that DOJ will represent
PBGC, or its interest, in the proceeding and PBGC determines that the record is relevant
and necessary to the proceeding and that the use is compatible with the purpose for
which PBGC collected the information.

A record from this system of records may be disclosed to OMB in connection with the
review of private relief legislation as set forth in OMB Circular No. A-19 at any stage of
the legislative coordination and clearance process as set forth in that Circular.

A record from this system of records may be disclosed to a congressional office in
response to an inquiry from the congressional office made at the request of the
individual.

A record from this system of records may be disclosed to an official of a labor
organization recognized under 5 U.S.C. ch. 71 when necessary for the labor organization
to properly perform its duties as the collective bargaining representative of PBGC
employees in the bargaining unit.

A record from this system of records may be disclosed to appropriate agencies, entities,
and persons when (1) PBGC suspects or has confirmed that there has been a breach of
the system of records; (2) PBGC has determined that as a result of the suspected or
confirmed breach there is a risk of harm to individuals, PBGC (including its information

systems, programs and operations), the Federal Government, or national security; and



16.

17.

18.

19.

20.

21.

(3) the disclosure made to such agencies, entities, and persons is reasonably necessary to
assist in connection with PBGC's efforts to respond to the suspected or confirmed breach
or to prevent, minimize, or remedy such harm.

To contractors, experts, consultants, and the agents thereof, and others performing or
working on a contract, service, cooperative agreement, or other assignment for PBGC
when necessary to accomplish an agency function. Individuals provided information
under this routine use are subject to the same Privacy Act requirements and limitations
on disclosure as are applicable to PBGC employees.

To the National Archives and Records Administration or to the General Services
Administration for records management inspections conducted under 44 U.S.C. 2904 and
2906.

To any source from which information is requested in the course of processing a
grievance, investigation, arbitration, or other litigation, to the extent necessary to
identify the individual, inform the source of the purpose(s) of the request, and identify the
type of information requested.

To disclose information to a federal agency, in response to its request, in connection with
hiring or retaining an employee, issuing a security clearance, conducting a security or
suitability investigation of an individual, or classifying jobs, to the extent that the
information is relevant and necessary to the requesting agency’s decision on the matter.
To another federal agency or federal entity, when information from this system of records
is reasonably necessary to assist the recipient agency or entity in (1) responding to a
suspected or confirmed breach or (2) preventing, minimizing, or remedying the risk of
harm to individuals, the agency (including its information systems, programs, and
operations), the Federal Government, or national security.

To Another Agency or Non-Federal Entity in Connection with an OIG Audit,

Investigation, or Inspection: To another Federal agency or non-Federal entity to



compare such records in the agency’s system of records or to non-Federal records in
coordination with the Office of Inspector General conducting an audit, investigation,
inspection, or some other review as authorized by the Inspector General Act, as
amended.
POLICIES AND PRACTICES FOR STORAGE OF RECORDS:
Records are maintained manually in paper and/or electronic form (including computer
databases). Records may also be maintained on back-up tapes, or on a PBGC or a contractor-
hosted network. Also, each of PBGC’s departments has a Remote Work or Telework Liaison
who may maintain copies of the records pertaining to employees working in his or her
department.
POLICIES AND PRACTICES FOR RETRIEVAL OF RECORDS:
Records may be retrieved by any one or more of the following: employee name, and the
department in which the employee works, will work, or previously worked.
POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS:
Records are maintained and destroyed in accordance with the National Archives and Record
Administration’s (NARA) Basic Laws and Authorities (44 U.S.C. 3301, et seq.) or a PBGC
records disposition schedule approved by NARA. Records existing on paper are destroyed
beyond recognition. Records existing on computer storage media are destroyed according to the
applicable PBGC media practice for participant systems and will be maintained in accordance
with PBGC Records Schedule Item 1.2: Administrative Records.
ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS:
PBGC has established security and privacy protocols that meet the required security and privacy
standards issued by the National Institute of Standards and Technology (NIST). Records are
maintained in a secure, password protected electronic system that utilizes security hardware and
software to include multiple firewalls, active intruder detection, and role-based access

controls. PBGC has adopted appropriate administrative, technical, and physical controls in



accordance with PBGC’s security program to protect the confidentiality, integrity, and
availability of the information, and to ensure that records are not disclosed to or accessed by
unauthorized individuals.

Electronic records are stored on computer networks, which may include cloud-based systems,
and protected by controlled access with Personal Identity Verification (PIV) cards, assigning
user accounts to individuals needing access to the records and by passwords set by authorized
users that must be changed periodically.

RECORD ACCESS PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to request
access to their records in accordance with 29 CFR 4902.4, should submit a written request to the
Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing their
name, address, date of birth, and verification of their identity in accordance with 29 CFR
4902.3(c).

CONTESTING RECORD PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to amend
their records must submit a written request, in accordance with 29 CFR 4902.5, identifying the
information they wish to correct in their file, in addition to following the requirements of the
Record Access Procedure above.

NOTIFICATION PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to learn
whether this system of records contains information about them should submit a written request
to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing
their name, address, date of birth, and verification of their identity in accordance with 29 CFR
4902.3(c).

EXEMPTIONS PROMULGATED FOR THE SYSTEM:

None



HISTORY:
PBGC - 22, Telework and Alternative Worksite Records (last published at 83 FR 6272 (Feb. 13,

2018)).



SYSTEM NAME AND NUMBER:

PBGC-23: Internal Inquiries of Allegations of Harassing Conduct

SECURITY CLASSIFICATION:

Unclassified

SYSTEM LOCATION:

Pension Benefit Guaranty Corporation (PBGC), 445 12th Street SW, Washington, DC, 20024-
2101. (Records may be kept at an additional location as backup for continuity of operations.)
SYSTEM MANAGER(S):

Director, Human Resources Department, PBGC, 445 12th Street SW, Washington, DC, 20024-
2101.

Director, Office of General Counsel’s General Law and Operations Department, 445 12th Street
SW, Washington, DC, 20024-2101.

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:

29 U.S.C. 1302; 44 U.S.C. 3101; 5 U.S.C. 301; 42 U.S.C. 2000e, et seq.

PURPOSE(S) OF THE SYSTEM:

This system of records is maintained for the purpose of upholding PBGC's policy to prevent and
eradicate harassing conduct in the workplace, including conducting and resolving internal
inquiries of allegations of harassing conduct brought by or against PBGC employees,
contractors, or interns.

CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:

Current or former PBGC employees, contractors, and interns who have made a report of
harassment, or have been accused of harassing conduct.

CATEGORIES OF RECORDS IN THE SYSTEM:

The system contains all documents related to a report of harassment, which may include the

name, position, grade, and supervisor(s) of the complainant and the accused; the Harassment



Inquiry Committee intake form; statements of witnesses; reports of interviews; medical records;
final decisions and corrective actions taken; and related correspondence and exhibits.
RECORD SOURCE CATEGORIES:

PBGC employees, contractors, and others with knowledge; outside counsel; and medical
professionals.

ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING
CATEGORIES OF USERS AND THE PURPOSES OF SUCH USES:

Information about covered individuals may be disclosed without consent as permitted by the
Privacy Act of 1974, 5 U.S.C. 552a(b), and:

1. Disclosure of information from this system of records regarding the status of any inquiry
that may have been conducted may be made to the complaining party and to the
individual against whom the complaint was made when the purpose of the disclosure is
both relevant and necessary and is compatible with the purpose for which the information
was collected.

2. Disclosure of information from this system of records may be made to the PBGC Office
of Equal Employment Opportunity or the PBGC Office of the Inspector General when
related to investigations under their jurisdiction.

3. Arecord from this system may be disclosed to law enforcement in the event the record is
connected to a violation or potential violation of law, whether civil, criminal or
regulatory in nature, and whether arising by general statute, regulation, rule, or order
issued pursuant thereto. Such disclosure may be made to the appropriate agency,
whether federal, state, local, or tribal, or other public authority responsible for
enforcing, investigating or prosecuting such violation or charged with enforcing or
implementing the statute, or rule, regulation, or order issued pursuant thereto, if PBGC
determines that the records are both relevant and necessary to any enforcement,

regulatory, investigative or prospective responsibility of the receiving entity.



4. A record from this system of records may be disclosed to a federal, state, tribal or local

6.

7.

agency or to another public or private source maintaining civil, criminal, or other
relevant enforcement information or other pertinent information if, and to the extent
necessary, to obtain information relevant to a PBGC decision concerning the hiring or
retention of an employee, the retention of a security clearance, or the letting of a
contract.

With the approval of the Director, Human Resources Department (or his or her
designee), the fact that this system of records includes information relevant to a federal
agency’s decision in connection with the hiring or retention of an employee, the retention
of a security clearance, the letting of a contract, or the issuance of a license, grant, or
other benefit may be disclosed to that federal agency.

A record from this system of records may be disclosed in a proceeding before a court or
other adjudicative body in which PBGC, an employee of PBGC in his or her official
capacity, an employee of PBGC in his or her individual capacity whom PBGC (or the
Department of Justice (DOJ)) has agreed to represent is a party, or the United States or
any other federal agency is a party and PBGC determines that it has an interest in the
proceeding, and if PBGC determines that the record is relevant and necessary to the
proceeding and that the use is compatible with the purpose for which PBGC collected the
information.

When PBGC, an employee of PBGC in his or her official capacity, or an employee of
PBGC in his or her individual capacity whom PBGC (or DOJ) has agreed to represent is
a party to a proceeding before a court or other adjudicative body, or the United States or
any other federal agency is a party and PBGC determines that it has an interest in the
proceeding, a record from this system of records may be disclosed to DOJ if PBGC is
consulting with DOJ regarding the proceeding or has decided that DOJ will represent

PBGC, or its interest, in the proceeding and PBGC determines that the record is relevant



10.

11.

12.

and necessary to the proceeding and that the use is compatible with the purpose for
which PBGC collected the information.

A record from this system of records may be disclosed to OMB in connection with the
review of private relief legislation as set forth in OMB Circular No. A-19 at any stage of
the legislative coordination and clearance process as set forth in that Circular.

A record from this system of records may be disclosed to a congressional office in
response to an inquiry from the congressional office made at the request of the
individual.

A record from this system of records may be disclosed to an official of a labor
organization recognized under 5 U.S.C. ch. 71 when necessary for the labor organization
to properly perform its duties as the collective bargaining representative of PBGC
employees in the bargaining unit.

A record from this system of records may be disclosed to appropriate agencies, entities,
and persons when (1) PBGC suspects or has confirmed that there has been a breach of
the system of records; (2) PBGC has determined that as a result of the suspected or
confirmed breach there is a risk of harm to individuals, PBGC (including its information
systems, programs and operations), the Federal Government, or national security; and
(3) the disclosure made to such agencies, entities, and persons is reasonably necessary to
assist in connection with PBGC'’s efforts to respond to the suspected or confirmed breach
or to prevent, minimize, or remedy such harm.

To contractors, experts, consultants, and the agents thereof, and others performing or
working on a contract, service, cooperative agreement, or other assignment for PBGC
when necessary to accomplish an agency function. Individuals provided information
under this routine use are subject to the same Privacy Act requirements and limitations

on disclosure as are applicable to PBGC employees.



13. To the National Archives and Records Administration or to the General Services
Administration for records management inspections conducted under 44 U.S.C. 2904 and

2906.

14. To any source from which information is requested in the course of processing a
grievance, investigation, arbitration, or other litigation, to the extent necessary to
identify the individual, inform the source of the purpose(s) of the request, and identify the
type of information requested.

15. To disclose information to a federal agency, in response to its request, in connection with
hiring or retaining an employee, issuing a security clearance, conducting a security or
suitability investigation of an individual, or classifying jobs, to the extent that the
information is relevant and necessary to the requesting agency’s decision on the matter.

16. To another federal agency or federal entity, when information from this system of records
is reasonably necessary to assist the recipient agency or entity in (1) responding to a
suspected or confirmed breach or (2) preventing, minimizing, or remedying the risk of
harm to individuals, the agency (including its information systems, programs, and
operations), the Federal Government, or national security.

17. To another Federal agency or non-Federal entity to compare such records in the
agency’s system of records or to non-Federal records in coordination with the Office of
Inspector General conducting an audit, investigation, inspection, or some other review as
authorized by the Inspector General Act, as amended.

POLICIES AND PRACTICES FOR STORAGE OF RECORDS:

Records are maintained manually in paper and/or electronic form (including computer databases
or discs). Records may also be maintained on back-up tapes, or on a PBGC or a contractor-
hosted network.

POLICIES AND PRACTICES FOR RETRIEVAL OF RECORDS:



Records are retrieved by any one or more of the following: name; department; or unique
identifier assigned to each incident reported.

POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS:
Records are maintained and destroyed in accordance with the National Archives and Record
Administration’s (NARA) Basic Laws and Authorities (44 U.S.C. 3301, et seq.) or a PBGC
records disposition schedule approved by NARA. Records existing on paper are destroyed
beyond recognition. Records existing on computer storage media are destroyed according to the
applicable PBGC media practice for participant systems and will be maintained in accordance
with PBGC Records Schedule Item 1.2: Administrative Records.

ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS:

PBGC has established security and privacy protocols that meet the required security and privacy
standards issued by the National Institute of Standards and Technology (NIST). Records are
maintained in a secure, password protected electronic system that utilizes security hardware and
software to include multiple firewalls, active intruder detection, and role-based access controls.
PBGC has adopted appropriate administrative, technical, and physical controls in accordance
with PBGC’s security program to protect the confidentiality, integrity, and availability of the
information, and to ensure that records are not disclosed to or accessed by unauthorized
individuals.

Paper records are kept in cabinets in areas of restricted access that are locked after office hours.
Electronic records are stored on computer networks, which may include cloud-based systems,
and protected by controlled access with Personal Identity Verification (PIV) cards, assigning
user accounts to individuals needing access to the records and by passwords set by authorized
users that must be changed periodically.

RECORD ACCESS PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to request

access to their records in accordance with 29 CFR 4902.4, should submit a written request to the



Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing their
name, address, date of birth, and verification of their identity in accordance with 29 CFR
4902.3(c).

CONTESTING RECORD PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to amend
their records must submit a written request, in accordance with 29 CFR 4902.5, identifying the
information they wish to correct in their file, in addition to following the requirements of the
Record Access Procedure above.

NOTIFICATION PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to learn
whether this system of records contains information about them should submit a written request
to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing
their name, address, date of birth, and verification of their identity in accordance with 29 CFR
4902.3(c).

EXEMPTIONS PROMULGATED FOR THE SYSTEM:

None.

HISTORY:

PBGC-23, Internal Investigations of Allegations of Harassing Conduct (last published at 83 FR

6273 (Feb. 13, 2018)).



SYSTEM NAME AND NUMBER:

PBGC-25: Comment Management System

SECURITY CLASSIFICATION:

Unclassified

SYSTEM LOCATION:

Pension Benefit Guaranty Corporation (PBGC), 445 12th Street SW, Washington, DC, 20024-
2101. (Records may be kept at an additional location as backup for continuity of operations.)
SYSTEM MANAGER(S):

Director, Office of General Counsel’s Program Law and Policy Department, PBGC, 445 12th
Street SW, Washington, DC, 20024-2101.

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:

29 U.S.C. 1302; 44 U.S.C. 3101, 44 U.S.C. Ch 36; 5 U.S.C. 301.

PURPOSE(S) OF THE SYSTEM:

The information in this system is maintained to: provide a central location to search, view,
download and comment on Federal rulemaking documents; respond to the public’s comments;
track regulatory feedback; and retain commenter information in order to respond to the public.
CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:

Any individual commenting on PBGC’s rulemaking activities or submitting supporting
materials; any individual initiating contact with PBGC through use of the agency website.
CATEGORIES OF RECORDS IN THE SYSTEM:

Comments and supporting documentation from the public; agency rulemaking materials; Federal
Register publications; scientific and financial studies; cookies (session and persistent); and
internet protocol (IP) addresses.

RECORD SOURCE CATEGORIES:

Individuals commenting on agency rulemaking; individuals contacting PBGC via the agency

website.



ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING
CATEGORIES OF USERS AND THE PURPOSES OF SUCH USES:

Information about covered individuals may be disclosed without consent as permitted by the
Privacy Act of 1974, 5 U.S.C. 552a(b), and:

1. Information, including personally identifiable information (PII), contained in comments
about agency rulemaking, whether submitted through pbgc.gov or regulations.gov, may
be published to the PBGC website.

2. Arecord from this system may be disclosed to law enforcement in the event the record is
connected to a violation or potential violation of law, whether civil, criminal or
regulatory in nature, and whether arising by general statute, regulation, rule, or order
issued pursuant thereto. Such disclosure may be made to the appropriate agency,
whether Federal, state, local, or tribal, or other public authority responsible for
enforcing, investigating or prosecuting such violation or charged with enforcing or
implementing the statute, or rule, regulation, or order issued pursuant thereto, if PBGC
determines that the records are both relevant and necessary to any enforcement,
regulatory, investigative or prospective responsibility of the receiving entity.

3. Arecord from this system of records may be disclosed to a Federal, state, tribal or local
agency or to another public or private source maintaining civil, criminal, or other
relevant enforcement information or other pertinent information if, and to the extent
necessary, to obtain information relevant to a PBGC decision concerning the hiring or
retention of an employee, the retention of a security clearance, or the letting of a
contract.

4. With the approval of the Director, Human Resources Department (or his or her
designee), the fact that this system of records includes information relevant to a Federal

agency’s decision in connection with the hiring or retention of an employee, the retention



of a security clearance, the letting of a contract, or the issuance of a license, grant, or
other benefit may be disclosed to that Federal agency.

. Arecord from this system of records may be disclosed in a proceeding before a court or
other adjudicative body in which PBGC, an employee of PBGC in his or her official
capacity, an employee of PBGC in his or her individual capacity whom PBGC (or the
Department of Justice (DOJ)) has agreed to represent is a party, or the United States or
any other Federal agency is a party and PBGC determines that it has an interest in the
proceeding, and if PBGC determines that the record is relevant and necessary to the
litigation and that the use is compatible with the purpose for which PBGC collected the
information.

. When PBGC, an employee of PBGC in his or her official capacity, or an employee of
PBGC in his or her individual capacity whom PBGC (or DOJ) has agreed to represent is
a party to a proceeding before a court or other adjudicative body, or the United States or
any other Federal agency is a party and PBGC determines that it has an interest in the
proceeding, a record from this system of records may be disclosed to DOJ if PBGC is
consulting with DOJ regarding the proceeding or has decided that DOJ will represent
PBGC, or its interest, in the proceeding and PBGC determines that the record is relevant
and necessary to the litigation and that the use is compatible with the purpose for which
PBGC collected the information.

. Arecord from this system of records may be disclosed to OMB in connection with the
review of private relief legislation as set forth in OMB Circular No. A-19 at any stage of
the legislative coordination and clearance process as set forth in that Circular.

. Arecord from this system of records may be disclosed to a congressional office in
response to an inquiry from the congressional office made at the request of the

individual.



9.

10.

11.

12.

13.

14.

A record from this system of records may be disclosed to an official of a labor
organization recognized under 5 U.S.C. ch. 71 when necessary for the labor organization
to properly perform its duties as the collective bargaining representative of PBGC
employees in the bargaining unit.

A record from this system of records may be disclosed to appropriate agencies, entities,
and persons when (1) PBGC suspects or has confirmed that there has been a breach of
the system of records; (2) PBGC has determined that as a result of the suspected or
confirmed breach there is a risk of harm to individuals, PBGC (including its information
systems, programs and operations), the Federal Government, or national security; and
(3) the disclosure made to such agencies, entities, and persons is reasonably necessary to
assist in connection with PBGC's efforts to respond to the suspected or confirmed breach
or to prevent, minimize, or remedy such harm

To contractors, experts, consultants, and the agents thereof, and others performing or
working on a contract, service, cooperative agreement, or other assignment for PBGC
when necessary to accomplish an agency function. Individuals provided information
under this routine use are subject to the same Privacy Act requirements and limitations
on disclosure as are applicable to PBGC employees.

To the National Archives and Records Administration or to the General Services
Administration for records management inspections conducted under 44 U.S.C. 2904 and
2906.

To any source from which information is requested in the course of processing a
grievance, investigation, arbitration, or other litigation, to the extent necessary to
identify the individual, inform the source of the purpose(s) of the request, and identify the
type of information requested.

To disclose information to a Federal agency, in response to its request, in connection

with hiring or retaining an employee, issuing a security clearance, conducting a security



or suitability investigation of an individual, or classifying jobs, to the extent that the
information is relevant and necessary to the requesting agency'’s decision on the matter.

15. To another Federal agency or Federal entity, when information from this system of
records is reasonably necessary to assist the recipient agency or entity in (1) responding
to a suspected or confirmed breach or (2) preventing, minimizing, or remedying the risk
of harm to individuals, the agency (including its information systems, programs, and
operations), the Federal Government, or national security.

16. To another Federal agency or non-Federal entity to compare such records in the
agency’s system of records or to non-Federal records in coordination with the Office of
Inspector General conducting an audit, investigation, inspection, or some other review as
authorized by the Inspector General Act, as amended.

POLICIES AND PRACTICES FOR STORAGE OF RECORDS:

Records are maintained in electronic form (including computer databases or discs). Records may
also be maintained on back-up tapes, or on a PBGC or a contractor-hosted network.

POLICIES AND PRACTICES FOR RETRIEVAL OF RECORDS:

Information from this system may be retrieved by numerous data elements and key word
searches, including, but not limited to name, dates, subject, and other information retrievable
with full-text searching capability.

POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS:
Records are maintained and destroyed in accordance with the National Archives and Record
Administration’s (NARA) Basic Laws and Authorities (44 U.S.C. 3301, et seq.) or a PBGC
records disposition schedule approved by NARA. Records existing on paper are destroyed
beyond recognition. Records existing on computer storage media are destroyed according to the
applicable PBGC media practice for participant systems and will be maintained in accordance
with PBGC Records Schedule Item 1.2: Administrative Records.

ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS:



PBGC has established security and privacy protocols that meet the required security and privacy
standards issued by the National Institute of Standards and Technology (NIST). Records are
maintained in a secure, password protected electronic system that utilizes security hardware and
software to include multiple firewalls, active intruder detection, and role-based access

controls. PBGC has adopted appropriate administrative, technical, and physical controls in
accordance with PBGC’s security program to protect the confidentiality, integrity, and
availability of the information, and to ensure that records are not disclosed to or accessed by
unauthorized individuals.

Electronic records are stored on computer networks, which may include cloud-based systems,
and protected by controlled access with Personal Identity Verification (PIV) cards, assigning
user accounts to individuals needing access to the records and by passwords set by authorized
users that must be changed periodically.

RECORD ACCESS PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to request
access to their records in accordance with 29 CFR 4902.4, should submit a written request to the
Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing their
name, address, date of birth, and verification of their identity in accordance with 29 CFR
4902.3(c).

CONTESTING RECORD PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to amend
their records must submit a written request, in accordance with 29 CFR 4902.5, identifying the
information they wish to correct in their file, in addition to following the requirements of the
Record Access Procedure above.

NOTIFICATION PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to learn

whether this system of records contains information about them should submit a written request



to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing

their name, address, date of birth, and verification of their identity in accordance with 29 CFR

4902.3(c).
EXEMPTIONS PROMULGATED FOR THE SYSTEM:
None.

HISTORY:

PBGC-25, PBGC.GOV Comment Management System (last published at 83 FR 6274 (Feb. 13,

2018)).



SYSTEM NAME AND NUMBER:

PBGC-26: PBGC Insider Threat and Data Loss Prevention

SECURITY CLASSIFICATION:

Unclassified

SYSTEM LOCATION:

Pension Benefit Guaranty Corporation (PBGC), 445 12th Street SW, Washington, DC, 20024-
2101. (Records may be kept at an additional location as backup for continuity of operations.)
SYSTEM MANAGER(S):

Chief Information Officer, Office of Information Technology, PBGC, 445 12th Street SW,
Washington, DC, 20024-2101.

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:

29 U.S.C. 1302(b)(3); 5 U.S.C. 301; 44 U.S.C. 3101; 44 U.S.C. 3554, Executive Order 13587,
Structural Reforms To Improve the Security of Classified Networks and the Responsible Sharing
and Safeguarding of Classified Information (Oct. 7, 2011); Presidential Memorandum — National
Insider Threat Policy and Minimum Standards for Executive Branch Insider Threat Programs
(Nov. 21, 2012); Executive Orders 13488 and 13467, as amended by 13764, To Modernize the
Executive Branch-Wide Governance Structure and Processes for Security Clearances, Suitability
and Fitness for Employment, and Credentialing, and Related Matters; Executive Order 3356,
Controlled Unclassified Information (Nov. 4, 2010); 5 CFR 731; 5 CFR 302; OMB Circular A-
130 (July 28, 2016); National Institute of Standards and Technology Special Publication 800-53.
PURPOSE(S) OF THE SYSTEM:

The purpose of the system is to detect anomalous behavior by PBGC insiders and, as warranted,
gather information from sources or existing PBGC systems of records to support an investigation
of the incident.

CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:



The categories of individuals covered by this system are PBGC insiders, defined as any person
with authorized access to any PBGC resource including facilities, information, equipment,
networks, or systems.
CATEGORIES OF RECORDS IN THE SYSTEM:

A. The system will contain these categories of records:
Information collected through user activity monitoring, including keystrokes, screen captures,
and content transmitted via email, chat, or data import or export.
Reports of investigation regarding security violations and privacy breaches, including incident
reports; usernames and aliases, levels of network access, audit data, information regarding
misuse of PBGC devices, information regarding unauthorized use of removable media, and logs
of printer, copier, and facsimile machine use.
Records relating to the management and operation of PBGC personnel and physical security,
including information relating to continued eligibility for access to PBGC facilities, information,
and information systems.
Information identifying threats to PBGC personnel, property, facilities, and information;
information obtained from the Department of Justice, the Federal Bureau of Investigation, or
from other agencies or organizations about individuals known or suspected of being engaged in
conduct constituting, preparing for, aiding, or relating to an insider threat, including , including
but not limited to, espionage or unauthorized disclosure of personally identifiable information
(PI).

B. The system may include these categories of records:
Publicly available information, such as information regarding: Arrests and detentions; real
property; bankruptcy; liens or holds on property; vehicles; licensure (including professional and
pilot’s licenses, firearms and explosive permits); business licenses and filings; and from social

media.



Reports furnished to PBGC, or collected by PBGC, in connection with personnel security
investigations and Insider Threat Detection Program operated by PBGC pursuant to Federal laws
and Executive Orders, rules, regulations, guidance, and PBGC policies.
Documentation pertaining to investigative or analytical efforts by PBGC Insider Threat Program
Personnel to identify threats to PBGC personnel, property, facilities, and information.
Intelligence reports and database query results relating to individuals covered by this system.
RECORD SOURCE CATEGORIES:
To monitor for, identify, and respond to potential insider threats, information in the system will
be received on an as-needed basis from PBGC employees, contractors, vendors, interns, and
detailees; officials from other foreign, Federal, tribal, state, and local government agencies and
organizations; non-government, commercial, public, and private agencies and organizations;
complainants, informants, suspects, and witnesses; and from relevant records, including
counterintelligence and security databases and files; personnel security databases and files;
PBGC human resources databases and files; PBGC contractor files; PBGC’s Office of
Information Technology; information collected through user activity monitoring; PBGC
telephone usage records; Federal, state, tribal, territorial, and local law enforcement and
investigatory records; Inspector General records; available U.S. Government intelligence and
counterintelligence reporting information and analytic products pertaining to adversarial threats;
other Federal agencies; and publicly available information.
ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING
CATEGORIES OF USERS AND THE PURPOSES OF SUCH USES:
Information about covered individuals may be disclosed without consent as permitted by the
Privacy Act of 1974, 5 U.S.C. 552a(b), and:

1. Records may be disclosed to any person, organization, or governmental entity in order to

notify them of a serious threat for the purpose of guarding against or responding to the

threat.



2. Records may be disclosed to a Federal, state, or local agency, or other appropriate entities
or individuals, or through established liaison channels to selected foreign governments, in
order to enable the intelligence agency with the relevant authority and responsibility for
the matter to carry out its responsibilities under the National Security Act of 1947 as
amended, the CIA act of 1949 as emended, Executive Order 12333 or any successor
order, applicable national security directives, or classified implementing procedures
approved by the Attorney General and promulgated pursuant to such statutes, orders or
directives.

3. Records may be disclosed to the U.S. Department of Homeland Security (DHS) if
captured in an intrusion detection system used by PBGC and DHS pursuant to a DHS
cybersecurity program that monitors internet traffic to and from Federal government
computer networks to prevent a variety of types of cybersecurity incidents.

4. A record from this system may be disclosed to law enforcement in the event the record is
connected to a violation or potential violation of law, whether civil, criminal or
regulatory in nature, and whether arising by general statute, regulation, rule, or order
issued pursuant thereto. Such disclosure may be made to the appropriate agency,
whether Federal, state, local, or tribal, or other public authority responsible for
enforcing, investigating or prosecuting such violation or charged with enforcing or
implementing the statute, or rule, regulation, or order issued pursuant thereto, if PBGC
determines that the records are both relevant and necessary to any enforcement,
regulatory, investigative or prospective responsibility of the receiving entity.

5. Arecord from this system of records may be disclosed to a Federal, state, tribal or local
agency or to another public or private source maintaining civil, criminal, or other
relevant enforcement information or other pertinent information if, and to the extent

necessary, to obtain information relevant to a PBGC decision concerning the hiring or



7.

8.

retention of an employee, the retention of a security clearance, or the letting of a
contract.

With the approval of the Director, Human Resources Department (or his or her
designee), the fact that this system of records includes information relevant to a Federal
agency’s decision in connection with the hiring or retention of an employee, the retention
of a security clearance, the letting of a contract, or the issuance of a license, grant, or
other benefit may be disclosed to that Federal agency.

A record from this system of records may be disclosed in a proceeding before a court or
other adjudicative body in which PBGC, an employee of PBGC in his or her official
capacity, an employee of PBGC in his or her individual capacity whom PBGC (or the
Department of Justice (DOJ)) has agreed to represent is a party, or the United States or
any other Federal agency is a party and PBGC determines that it has an interest in the
proceeding, and if PBGC determines that the record is relevant and necessary to the
litigation and that the use is compatible with the purpose for which PBGC collected the
information.

When PBGC, an employee of PBGC in his or her official capacity, or an employee of
PBGC in his or her individual capacity whom PBGC (or DOJ) has agreed to represent is
a party to a proceeding before a court or other adjudicative body, or the United States or
any other Federal agency is a party and PBGC determines that it has an interest in the
proceeding, a record from this system of records may be disclosed to DOJ if PBGC is
consulting with DOJ regarding the proceeding or has decided that DOJ will represent
PBGC, or its interest, in the proceeding and PBGC determines that the record is relevant
and necessary to the litigation and that the use is compatible with the purpose for which

PBGC collected the information.



9. Arecord from this system of records may be disclosed to OMB in connection with the
review of private relief legislation as set forth in OMB Circular No. A-19 at any stage of
the legislative coordination and clearance process as set forth in that Circular.

10. A record from this system of records may be disclosed to a congressional office in
response to an inquiry from the congressional office made at the request of the
individual.

11. A record from this system of records may be disclosed to an official of a labor
organization recognized under 5 U.S.C. ch. 71 when necessary for the labor organization
to properly perform its duties as the collective bargaining representative of PBGC
employees in the bargaining unit.

12. A record from this system of records may be disclosed to appropriate agencies, entities,
and persons when (1) PBGC suspects or has confirmed that there has been a breach of
the system of records; (2) PBGC has determined that as a result of the suspected or
confirmed breach there is a risk of harm to individuals, PBGC (including its information
systems, programs and operations), the Federal Government, or national security; and
(3) the disclosure made to such agencies, entities, and persons is reasonably necessary to
assist in connection with PBGC's efforts to respond to the suspected or confirmed breach
or to prevent, minimize, or remedy such harm

13. To contractors, experts, consultants, and the agents thereof, and others performing or
working on a contract, service, cooperative agreement, or other assignment for PBGC
when necessary to accomplish an agency function. Individuals provided information
under this routine use are subject to the same Privacy Act requirements and limitations
on disclosure as are applicable to PBGC employees.

14. To the National Archives and Records Administration or to the General Services
Administration for records management inspections conducted under 44 U.S.C. 2904 and

2906.



15. To any source from which information is requested in the course of processing a
grievance, investigation, arbitration, or other litigation, to the extent necessary to
identify the individual, inform the source of the purpose(s) of the request, and identify the
type of information requested.

16. To disclose information to a Federal agency, in response to its request, in connection
with hiring or retaining an employee, issuing a security clearance, conducting a security
or suitability investigation of an individual, or classifying jobs, to the extent that the
information is relevant and necessary to the requesting agency’s decision on the matter.

17. To another Federal agency or Federal entity, when information from this system of
records is reasonably necessary to assist the recipient agency or entity in (1) responding
to a suspected or confirmed breach or (2) preventing, minimizing, or remedying the risk
of harm to individuals, the agency (including its information systems, programs, and
operations), the Federal Government, or national security.

18. To another Federal agency or non-Federal entity to compare such records in the
agency'’s system of records or to non-Federal records in coordination with the Office of
Inspector General conducting an audit, investigation, inspection, or some other review as
authorized by the Inspector General Act, as amended.

POLICIES AND PRACTICES FOR STORAGE OF RECORDS:

Records are maintained in electronic form (including computer databases or discs). Records may
also be maintained on back-up tapes, or on a PBGC or a contractor-hosted network.

POLICIES AND PRACTICES FOR RETRIEVAL OF RECORDS:

Information from this system may be retrieved by numerous data elements and key word
searches, including, but not limited to name, dates, subject, and other information retrievable
with full text searching capability.

ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS:



PBGC has established security and privacy protocols that meet the required security and privacy
standards issued by the National Institute of Standards and Technology (NIST). Records are
maintained in a secure, password protected electronic system that utilizes security hardware and
software to include multiple firewalls, active intruder detection, and role-based access

controls. PBGC has adopted appropriate administrative, technical, and physical controls in
accordance with PBGC’s security program to protect the confidentiality, integrity, and
availability of the information, and to ensure that records are not disclosed to or accessed by
unauthorized individuals.

Electronic records are stored on computer networks, which may include cloud-based systems,
and protected by controlled access with Personal Identity Verification (PIV) cards, assigning
user accounts to individuals needing access to the records and by passwords set by authorized
users that must be changed periodically.

POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS:
The records in this system of records are covered by National Archives and Records
Administration General Records Schedule 5.6, items 210, 220, 230, and 240.

RECORD ACCESS PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to request
access to their records in accordance with 29 CFR 4902.4, should submit a written request to the
Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing their
name, address, date of birth, and verification of their identity in accordance with 29 CFR
4902.3(c).

CONTESTING RECORD PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to amend
their records must submit a written request, in accordance with 29 CFR 4902.5, identifying the
information they wish to correct in their file, in addition to following the requirements of the

Record Access Procedure above.



NOTIFICATION PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to learn
whether this system of records contains information about them should submit a written request
to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing
their name, address, date of birth, and verification of their identity in accordance with 29 CFR
4902.3(c).

EXEMPTIONS PROMULGATED FOR THE SYSTEM:

Pursuant to 5 U.S.C. 552a(k)(2), PBGC has established regulations at 29 CFR 4902.12 that
exempt records in this system depending on their purpose.

HISTORY:

PBGC —26, PBGC Insider Threat and Data Loss Prevention (last published at 84 FR 32786 (Jul.

9, 2019)).



SYSTEM NAME AND NUMBER:

PBGC - 27: Ensuring Workplace Health and Safety in Response to a Public Health Emergency
SECURITY CLASSIFICATION:

Unclassified

SYSTEM LOCATION:

PBGC, 445 12th Street SW, Washington, DC, 20024-2101 (Records may be kept at an additional
location as backup for Continuity of Operations)

SYSTEM MANAGER(S):

Workplace Solutions Department/Emergency Management, PBGC, 445 12th Street SW,
Washington, DC, 20024-2101.

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:

General Duty Clause, Section 5(a)(1) of the Occupational Safety and Health (OSH) Act of 1970
(29 U.S.C. 627), Executive Order 12196, Occupational safety and health programs for Federal
employees (Feb. 26, 1980)Executive Order 14043, Requiring Coronavirus Disease 2019
Vaccination for Federal Employees (Sep. 14, 2021), Executive Order 14042, Executive Order on
Ensuring Adequate COVID Safety Protocols for Federal Contractors (Sep. 9, 2021), and the
National Defense Authorization Act For Fiscal Year 2017 (5 U.S.C. 6329c¢(b)). Information will
be collected and maintained in accordance with the Americans with Disabilities Act of 1990 (42
U.S.C. 12101 et seq.)

PURPOSE(S) OF THE SYSTEM:

The information in the system is collected to assist PBGC with maintaining a safe and healthy
workplace and to protect PBGC staff working on-site from risks associated with a public health
emergency (as defined by the U.S. Department of Health and Human Services and declared by
its Secretary), such as a pandemic or epidemic.

CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:



Individuals covered by this system include PBGC staff (e.g., political appointees, employees,
detailees, contractors, consultants, interns, and volunteers) and visitors to a PBGC facility during
a public health emergency, such as a pandemic or epidemic.

CATEGORIES OF RECORDS IN THE SYSTEM:

This system maintains information collected about PBGC staff and visitors accessing PBGC
facilities during a public health emergency, including a pandemic or epidemic. It maintains
biographical information collected about PBGC staff and visitors that includes, but is not limited
to, their name, contact information, or whether they are in a high-risk category. It maintains
health information collected about PBGC staff that includes, but is not limited to, temperature
checks, test results, dates, symptoms, and potential or actual exposure to a pathogen. It maintains
health information collected about building visitors, that includes, but is not limited to,
temperature checks, test results, dates, symptoms, and potential or actual exposure to a pathogen.
It maintains information collected about PBGC staff and visitors to a PBGC facility necessary to
conduct contact tracing that includes, but is not limited to, the dates when they visited the
facility, the locations that they visited within the facility (e.g., office and cubicle number), the
duration of time spent in the facility, whether they may have potentially come into contact with a
contagious person while visiting the facility, travel dates and locations, and a preferred contact
number. It maintains information about emergency contacts for PBGC staff that includes, but is
not limited to, the emergency contact’s name, phone number, and email address.

RECORD SOURCE CATEGORIES:

The information in this system is collected in part directly from the individual or from the
individual’s emergency contact. Information is also collected from human resources systems,
emergency notification systems, and Federal, state, and local agencies assisting with the response
to a public health emergency. Information may also be collected from property management

companies responsible for managing office buildings that house PBGC facilities including



security systems monitoring access to PBGC facilities, video surveillance, and access control
devices.

ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING
CATEGORIES OF USERS AND THE PURPOSES OF SUCH USES:

Information about covered individuals may be disclosed without consent as permitted by the
Privacy Act of 1974, 5 U.S.C. 552a(b), and:

1. To aFederal, state, or local agency to the extent necessary to comply with laws
governing reporting of infectious disease;

2. To PBGC staff member’s emergency contact for purposes of locating a staff member
during a public health emergency;

3. To federal contractors performing physical security and/or access control duties at
PBGC facilities.

4. A record from this system may be disclosed to law enforcement in the event the
record is connected to a violation or potential violation of law, whether civil,
criminal or regulatory in nature, and whether arising by general statute, regulation,
rule, or order issued pursuant thereto. Such disclosure may be made to the
appropriate agency, whether Federal, state, local, or tribal, or other public authority
responsible for enforcing, investigating or prosecuting such violation or charged with
enforcing or implementing the statute, or rule, regulation, or order issued pursuant
thereto, if PBGC determines that the records are both relevant and necessary to any
enforcement, regulatory, investigative or prospective responsibility of the receiving
entity.

5. Arecord from this system of records may be disclosed to a Federal, state, tribal or
local agency or to another public or private source maintaining civil, criminal, or
other relevant enforcement information or other pertinent information if, and to the

extent necessary, to obtain information relevant to a PBGC decision concerning the



9.

hiring or retention of an employee, the retention of a security clearance, or the letting
of a contract.

With the approval of the Director, Human Resources Department (or his or her
designee), the fact that this system of records includes information relevant to a
Federal agency’s decision in connection with the hiring or retention of an employee,
the retention of a security clearance, the letting of a contract, or the issuance of a
license, grant, or other benefit may be disclosed to that Federal agency.

A record from this system of records may be disclosed in a proceeding before a court
or other adjudicative body in which PBGC, an employee of PBGC in his or her
official capacity, an employee of PBGC in his or her individual capacity whom PBGC
(or the Department of Justice (DOJ)) has agreed to represent is a party, or the United
States or any other Federal agency is a party and PBGC determines that it has an
interest in the proceeding, and if PBGC determines that the record is relevant and
necessary to the litigation and that the use is compatible with the purpose for which
PBGC collected the information.

When PBGC, an employee of PBGC in his or her official capacity, or an employee of
PBGC in his or her individual capacity whom PBGC (or DOJ) has agreed to
represent is a party to a proceeding before a court or other adjudicative body, or the
United States or any other Federal agency is a party and PBGC determines that it
has an interest in the proceeding, a record from this system of records may be
disclosed to DOJ if PBGC is consulting with DOJ regarding the proceeding or has
decided that DOJ will represent PBGC, or its interest, in the proceeding and PBGC
determines that the record is relevant and necessary to the litigation and that the use
is compatible with the purpose for which PBGC collected the information.

A record from this system of records may be disclosed to OMB in connection with the

review of private relief legislation as set forth in OMB Circular No. A-19 at any



10.

11.

12.

13.

14.

stage of the legislative coordination and clearance process as set forth in that
Circular.

A record from this system of records may be disclosed to a congressional office in
response to an inquiry from the congressional office made at the request of the
individual.

A record from this system of records may be disclosed to an official of a labor

organization recognized under 5 U.S.C. ch. 71 when necessary for the labor

organization to properly perform its duties as the collective bargaining representative

of PBGC employees in the bargaining unit.

A record from this system of records may be disclosed to appropriate agencies,

entities, and persons when (1) PBGC suspects or has confirmed that there has been a

breach of the system of records; (2) PBGC has determined that as a result of the
suspected or confirmed breach there is a risk of harm to individuals, PBGC
(including its information systems, programs and operations), the Federal
Government, or national security; and (3) the disclosure made to such agencies,
entities, and persons is reasonably necessary to assist in connection with PBGC'’s
efforts to respond to the suspected or confirmed breach or to prevent, minimize, or

remedy such harm

To contractors, experts, consultants, and the agents thereof, and others performing or

working on a contract, service, cooperative agreement, or other assignment for
PBGC when necessary to accomplish an agency function. Individuals provided
information under this routine use are subject to the same Privacy Act requirements
and limitations on disclosure as are applicable to PBGC employees.

To the National Archives and Records Administration or to the General Services

Administration for records management inspections conducted under 44 U.S.C. 2904

and 2906.



15.

16.

17.

18.

To any source from which information is requested in the course of processing a
grievance, investigation, arbitration, or other litigation, to the extent necessary to
identify the individual, inform the source of the purpose(s) of the request, and identify
the type of information requested.

To disclose information to a Federal agency, in response to its request, in connection
with hiring or retaining an employee, issuing a security clearance, conducting a
security or suitability investigation of an individual, or classifying jobs, to the extent
that the information is relevant and necessary to the requesting agency’s decision on
the matter.

To another Federal agency or Federal entity, when information from this system of
records is reasonably necessary to assist the recipient agency or entity in (1)
responding to a suspected or confirmed breach or (2) preventing, minimizing, or
remedying the risk of harm to individuals, the agency (including its information
systems, programs, and operations), the Federal Government, or national security.
To another Federal agency or non-Federal entity to compare such records in the
agency’s system of records or to non-Federal records in coordination with the Office
of Inspector General conducting an audit, investigation, inspection, or some other

review as authorized by the Inspector General Act, as amended.

POLICIES AND PRACTICES FOR STORAGE OF RECORDS: Records are maintained
manually in paper and/or electronic form, including computer databases, magnetic tapes, and
discs. Records are also maintained on PBGC’s secure network and back-up tapes.

POLICIES AND PRACTICES FOR RETRIEVAL OF RECORDS: Records are retrieved
by the name of the individual.

POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS:
Records are maintained in accordance with the General Records Retention Schedules issued by

the National Archives and Records Administration (NARA) or a PBGC records disposition



schedule approved by NARA. Records existing on paper are destroyed beyond recognition.
Records existing on computer storage media are destroyed according to the applicable PBGC
media practice Records of emergency contacts for PBGC staff will be maintained in accordance
with General Records Schedule 5.3, Items 010: Continuity planning and related emergency
planning files; and 020: Employee Emergency Contact Information, which requires that the
records be destroyed when superseded or obsolete, or upon separation or transfer of employee.
PBGC will work with the National Archives and Records Administration (NARA) to draft and
secure approval of a records disposition schedule to cover the remainder of the records described
in this SORN. Until this records disposition schedule is approved by NARA, PBGC will
maintain, and not destroy, these records.

ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS: PBGC has adopted
appropriate administrative, technical, and physical controls in accordance with PBGC’s security
program to protect the security, integrity, and availability of the information, and to ensure that
records are not disclosed to or accessed by unauthorized individuals.

Paper records are kept in file cabinets in areas of restricted access that are locked after office
hours. Electronic records are stored on computer networks and protected by assigning user
identification numbers to individuals needing access to the records and by passwords set by
authorized users that must be changed periodically.

RECORD ACCESS PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to request
access to their records in accordance with 29 CFR 4902.4, should submit a written request to the
Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing their
name, address, date of birth, and verification of their identity in accordance with 29 CFR
4902.3(c).

CONTESTING RECORD PROCEDURES:



Individuals, or third parties with written authorization from the individual, wishing to amend
their records must submit a written request, in accordance with 29 CFR 4902.5, identifying the
information they wish to correct in their file, in addition to following the requirements of the
Record Access Procedure above.

NOTIFICATION PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to learn
whether this system of records contains information about them should submit a written request
to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing
their name, address, date of birth, and verification of their identity in accordance with 29 CFR
4902.3(c).

EXEMPTIONS PROMULGATED FOR THE SYSTEM:

None.

HISTORY:

PBGC -27, Ensuring Workplace Health and Safety in Response to a Public Health Emergency

(last published at 87 FR 4668 (Jan. 28,2022)).



SYSTEM NAME AND NUMBER:

PBGC - 28: Physical Security and Facility Access

SECURITY CLASSIFICATION:

Unclassified

SYSTEM LOCATION:

Pension Benefit Guaranty Corporation (PBGC), 445 12th Street SW, Washington, DC, 20024-
2101.

SYSTEM MANAGER(S):

Director, Workplace Solutions Department, PBGC, 445 12th Street SW, Washington, DC,
20024-2101.

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:

Executive Order 12977; 6 CFR part 37; Homeland Security Presidential Directive (HSPD) 12:
Policy for a Common Identification Standard for Federal Employees and Contractors.
PURPOSE(S) OF THE SYSTEM:

The purpose of this system is to maintain information to allow PBGC to provide for its facilities:
control of visitor, employee, and government contractor access; physical and operational
security; and video surveillance. It can also be used to maintain information from issuing
temporary facility access for employees and contractors who are not in possession of their
Personal Identity Verification (P1V) card or office key.

CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:

Current PBGC employees, students, interns, government contractors, employees of other
agencies, vendors, and other authorized visitors who access PBGC facilities.

CATEGORIES OF RECORDS IN THE SYSTEM:

This system contains records relating to employee and government contractor access, visitor
access, and facility security. This includes government Personal Identity Verification (PIV)

cards, visitor, contractor, and employee access records, temporary access cards, biometric data,



and video surveillance recordings. PIV card records include the following information: name,
photo, type of access, employee affiliation, expiration date, activation date, credential serial
number to include the full Card Holder Unique Identifier (CHUID), height, eye color, and hair
color. Visitor access records include the following information: name, phone number, email
address, digital photo, scan of government-issued photo identification, reason for visit,
organization name, date and time of visit, floor visited, and temporary visitor badge number or
barcode. Employee access records include date and time of room or facility access and
fingerprint or other biometric data.

RECORD SOURCE CATEGORIES:

Subject individuals, employees, visitors, contractors, vendors, and others visiting PBGC
facilities.

ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING
CATEGORIES OF USERS AND THE PURPOSES OF SUCH USES:

Information about covered individuals may be disclosed without consent as permitted by the
Privacy Act of 1974, 5 U.S.C. 552a(b), and:

1. A record from this system may be disclosed to law enforcement in the event the record is
connected to a violation or potential violation of law, whether civil, criminal or
regulatory in nature, and whether arising by general statute, regulation, rule, or order
issued pursuant thereto. Such disclosure may be made to the appropriate agency, whether
Federal, state, local, or tribal, or other public authority responsible for enforcing,
investigating or prosecuting such violation or charged with enforcing or implementing
the statute, or rule, regulation, or order issued pursuant thereto, if PBGC determines that
the records are both relevant and necessary to any enforcement, regulatory, investigative
or prospective responsibility of the receiving entity.

2. Arecord from this system of records may be disclosed to a Federal, state, tribal or local

agency or to another public or private source maintaining civil, criminal, or other relevant



4.

5.

enforcement information or other pertinent information if, and to the extent necessary, to
obtain information relevant to a PBGC decision concerning the hiring or retention of an
employee, the retention of a security clearance, or the letting of a contract.

With the approval of the Director, Human Resources Department (or his or her
designee), the fact that this system of records includes information relevant to a Federal
agency’s decision in connection with the hiring or retention of an employee, the retention
of a security clearance, the letting of a contract, or the issuance of a license, grant, or
other benefit may be disclosed to that Federal agency.

A record from this system of records may be disclosed in a proceeding before a court or
other adjudicative body in which PBGC, an employee of PBGC in his or her official
capacity, an employee of PBGC in his or her individual capacity whom PBGC (or the
Department of Justice (DOJ)) has agreed to represent is a party, or the United States or
any other Federal agency is a party and PBGC determines that it has an interest in the
proceeding, and if PBGC determines that the record is relevant and necessary to the
litigation and that the use of the record is compatible with the purpose for which PBGC
collected the information.

When PBGC, an employee of PBGC in his or her official capacity, or an employee of
PBGC in his or her individual capacity whom PBGC (or DOJ) has agreed to represent is
a party to a proceeding before a court or other adjudicative body, or the United States or
any other Federal agency is a party and PBGC determines that it has an interest in the
proceeding, a record from this system of records may be disclosed to DOJ if PBGC is
consulting with DOJ regarding the proceeding or has decided that DOJ will represent
PBGC, or its interest, in the proceeding and PBGC determines that the record is relevant
and necessary to the litigation and that the use of the record is compatible with the

purpose for which PBGC collected the information.



6.

10.

11.

A record from this system of records may be disclosed to a congressional office in
response to an inquiry from the congressional office made at the request of the individual.
A record from this system of records may be disclosed to an official of a labor
organization recognized under 5 U.S.C. ch. 71 when necessary for the labor organization
to properly perform its duties as the collective bargaining representative of PBGC
employees in the bargaining unit.

A record from this system of records may be disclosed to appropriate agencies, entities,
and persons when (1) PBGC suspects or has confirmed that there has been a breach of the
system of records; (2) PBGC has determined that as a result of the suspected or
confirmed breach there is a risk of harm to individuals, PBGC (including its information
systems, programs and operations), the Federal Government, or national security; and (3)
the disclosure made to such agencies, entities, and persons is reasonably necessary to
assist in connection with PBGC’s efforts to respond to the suspected or confirmed breach
or to prevent, minimize, or remedy such harm.

To contractors, experts, consultants, and the agents thereof, and others performing or
working on a contract, service, cooperative agreement, or other assignment for PBGC
when necessary to accomplish an agency function. Individuals provided information
under this routine use are subject to the same Privacy Act requirements and limitations on
disclosure as are applicable to PBGC employees.

To the National Archives and Records Administration or to the General Services
Administration for records management inspections conducted under 44 U.S.C. 2904 and
2906.

To any source from which information is requested in the course of processing a
grievance, investigation, arbitration, or other litigation, to the extent necessary to identify
the individual, inform the source of the purpose(s) of the request, and identify the type of

information requested.



12. Records from this system may be disclosed to a third party for purposes of providing
access to facilities leased by PBGC or on PBGC’s behalf.

13. To another Federal agency or non-Federal entity to compare such records in the agency’s
system of records or to non-Federal records in coordination with the Office of Inspector
General conducting an audit, investigation, inspection, or some other review as
authorized by the Inspector General Act, as amended.

14. To another Federal agency or Federal entity, when information from this system of
records is reasonably necessary to assist the recipient agency or entity in (1) responding
to a suspected or confirmed breach or (2) preventing, minimizing, or remedying the risk
of harm to individuals, the agency (including its information systems, programs, and
operations), the Federal Government, or national security.

POLICIES AND PRACTICES FOR STORAGE OF RECORDS:

Records are maintained manually in paper and/or electronic form (including computer databases
or discs). Records may also be maintained on back-up tapes, or on a PBGC or a third-party
physical access control system.

POLICIES AND PRACTICES FOR RETRIEVAL OF RECORDS:

Records are retrieved by any one of the following: employee or contractor name, PIV card
number, temporary access card number, access clearance, key number, key removal date and
time, visitor name, date and time of visit, organization, name of PBGC personnel escorting the
visitor, visitor badge number, and reason for visit.

POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS:
Records are maintained and destroyed in accordance with the National Archives and Record
Administration’s (NARA) Basic Laws and Authorities (44 U.S.C. 3301, et seq.) or a PBGC
records disposition schedule approved by NARA. Records existing on paper are destroyed
beyond recognition. Records existing on computer storage media are destroyed according to the

applicable PBGC media practice for physical security and access control systems and will be



maintained in accordance with General Records Schedule 5.6 Security Records Items: 010, 021,
100, 111, 120, 121, 130, and 240.

ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS:

PBGC has established security and privacy protocols that meet the required security and privacy
standards issued by the National Institute of Standards and Technology (NIST). Records are
maintained in a secure, password protected electronic system that utilizes security hardware and
software to include multiple firewalls, active intruder detection, and role-based access controls.
PBGC has adopted appropriate administrative, technical, and physical controls in accordance
with PBGC'’s security program to protect the confidentiality, integrity, and availability of the
information, and to ensure that records are not disclosed to or accessed by unauthorized
individuals.

Electronic records are stored on computer networks, which may include cloud-based systems,
and protected by controlled access with PIV cards, assigning user accounts to individuals
needing access to the records and by passwords set by authorized users that must be changed
periodically.

RECORD ACCESS PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to request
access to their records in accordance with 29 CFR 4902.4, should submit a written request to the
Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, or by emailing
disclosure@pbgc.gov, providing their name, address, date of birth, and verification of their
identity in accordance with 29 CFR 4902.3(c).

CONTESTING RECORD PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to amend
their records must submit a written request, in accordance with 29 CFR 4902.5, identifying the
information they wish to correct in their file, following the requirements of Record Access

Procedure above.



NOTIFICATION PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to learn
whether this system of records contains information about them should submit a written request
to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, or by
emailing disclosure@pbgc.gov, providing their name, address, date of birth, and verification of
their identity in accordance with 29 CFR 4902.3(c).

EXEMPTIONS PROMULGATED FOR THE SYSTEM:

None.

HISTORY: PBGC -28, Physical Security and Facility Access (last published at 89 FR 3436

(Jan. 18, 2024)).



SYSTEM NAME AND NUMBER:

PBGC - 29: Freedom of Information Act and Privacy Act Request Records

SECURITY CLASSIFICATION:

Unclassified

SYSTEM LOCATION:

Pension Benefit Guaranty Corporation (PBGC), 445 12" Street SW, Washington, DC 20024-
2101. (Records may be kept at an additional location as backup for continuity of operations at
AINS LLC, DBA OPEXUS, 1101 17th St NW #1200, Washington, DC 20036.)

SYSTEM MANAGER(S):

Deputy General Counsel, Office of the General Counsel (OGC), PBGC, 445 12th Street SW,
Washington, DC, 20024-2101.

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:

5 U.S.C. 552, The Freedom of Information Act (FOIA), and 5 U.S.C. 552a, The Privacy Act of
1974 (PA).

PURPOSE(S) OF THE SYSTEM:

The purpose of this system is to process requests for records made under the provisions of the
FOIA and PA, and to assist PBGC in carrying out other responsibilities relating to FOIA and PA
including operational, management, and reporting purposes.

CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:

Individuals or their representatives who have submitted FOIA requests, PA requests, or
combined FOIA and PA requests for records or information and administrative appeals or have
litigation pending with a federal agency; individuals whose requests, appeals or records have
been referred to PBGC by other agencies and/or the PBGC personnel assigned to handle such
requests, appeals and litigation.

CATEGORIES OF RECORDS IN THE SYSTEM:



Records in the system may contain names, mailing addresses, email addresses and telephone
numbers of individuals making requests for records or information pursuant to the FOIA / PA;
online identity verification information (User name and password), Universally Unique
Identification (UUID), name, and email address from Login.gov for account creation and
authentication, and any other information voluntarily submitted, such as an individual’s social
security number; tracking numbers, correspondence with the requester or the requester’s
representatives, internal PBGC correspondence and memoranda to or from other agencies or
entities having a substantial interest in the determination of the request; responses to the request
and appeals, and copies of responsive records. These records may contain personal information
retrieved in response to a request. FOIA and PA case records may contain inquiries and requests
regarding any of PBGC’s other systems of records subject to the FOIA and PA, and information
about individuals from any of these other systems may become part of this system of records.
RECORD SOURCE CATEGORIES:

Requesters and persons acting on behalf of requesters, PBGC and other Federal agencies having
a substantial interest in the determination of the request, and employees processing the requests.
ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING
CATEGORIES OF USERS AND THE PURPOSES OF SUCH USES:

Information about covered individuals may be disclosed without consent as permitted by the
Privacy Act of 1974, 5 U.S.C. 552a(b), and:

1. To law enforcement in the event the record is connected to a violation or potential
violation of law, whether civil, criminal or regulatory in nature, and whether arising by
general statute, regulation, rule, or order issued pursuant thereto. Such disclosure may be
made to the appropriate agency, whether Federal, state, local, or tribal, or other public
authority responsible for enforcing, investigating or prosecuting such violation or charged
with enforcing or implementing the statute, or rule, regulation, or order issued pursuant

thereto, if PBGC determines that the records are both relevant and necessary to any



enforcement, regulatory, investigative or prospective responsibility of the receiving
entity.

. To a Federal, state, tribal or local agency or to another public or private source
maintaining civil, criminal, or other relevant enforcement information or other pertinent
information if, and to the extent necessary, to obtain information relevant to a PBGC
decision concerning the hiring or retention of an employee, the retention of a security
clearance, or the letting of a contract.

. With the approval of the Director, Human Resources Department (or his or her designee),
the fact that this system of records includes information relevant to a Federal agency’s
decision in connection with the hiring or retention of an employee, the retention of a
security clearance, the letting of a contract, or the issuance of a license, grant, or other
benefit may be disclosed to that Federal agency.

. Arecord from this system of records may be disclosed in a proceeding before a court or
other adjudicative body in which PBGC, an employee of PBGC in his or her official
capacity, an employee of PBGC in his or her individual capacity whom PBGC (or the
Department of Justice (DOJ)) has agreed to represent is a party, or the United States or
any other Federal agency is a party and PBGC determines that it has an interest in the
proceeding, and if PBGC determines that the record is relevant and necessary to the
litigation and that the disclosure of the records to use is compatible with the purpose for
which PBGC collected the information.

. When PBGC, an employee of PBGC in his or her official capacity, or an employee of
PBGC in his or her individual capacity whom PBGC (or DOJ) has agreed to represent is
a party to a proceeding before a court or other adjudicative body, or the United States or
any other Federal agency is a party and PBGC determines that it has an interest in the
proceeding, a record from this system of records may be disclosed to DOJ if PBGC is

consulting with DOJ regarding the proceeding or has decided that DOJ will represent



6.

7.

10.

PBGC, or its interest, in the proceeding and PBGC determines that the record is relevant
and necessary to the litigation and that the use is compatible with the purpose for which
PBGC collected the information.

A record from this system of records may be disclosed to a congressional office in
response to an inquiry from the congressional office made at the request of the individual.
A record from this system of records may be disclosed to appropriate agencies, entities,
and persons when (1) PBGC suspects or has confirmed that there has been a breach of the
system of records; (2) PBGC has determined that as a result of the suspected or
confirmed breach there is a risk of harm to individuals, PBGC (including its information
systems, programs and operations), the Federal Government, or national security; and (3)
the disclosure made to such agencies, entities, and persons is reasonably necessary to
assist in connection with PBGC’s efforts to respond to the suspected or confirmed breach
or to prevent, minimize, or remedy such harm.

To the National Archives and Records Administration or to the General Services
Administration for records management inspections conducted under 44 U.S.C. 2904 and
2906.

To another Federal agency or Federal entity, when PBGC determines that information
from this system of records is reasonably necessary to assist the recipient agency or entity
in (1) responding to a suspected or confirmed breach or (2) preventing, minimizing, or
remedying the risk of harm to individuals, the recipient agency or entity (including its
information systems, programs, and operations), the Federal Government, or national
security, resulting from a suspected or confirmed breach.

To the extent needed to perform duties under the contract, to third party contractors who
are performing or working on a contract in connection with the performance of an IT

service or in support of PBGC’s Disclosure Division related to this system of records.



11.

12.

13.

14.

15.

16.

Recipients of these records shall be required to comply with the requirements of the
Privacy Act of 1974, as amended, 5 U.S.C. 552a.

To respond to FOIA requests and appeals made through the agencies electronic FOIA
and PA request system, including the names of FOIA requesters, dates related to the
processing of the request, and a description of the records sought by the requester
(excluding any personally identifiable information in the description of the records, such
as telephone or cell phone numbers, home or email addresses, social security numbers),
unless the requester asks for the redaction of any personally identifiable information
(PIN). This information may also be used to create a publicly available log of requests;
To assist PBGC in making an access determination, a record from this system may be
shared with (a) the person or entity that originally submitted the record to the agency or is
the subject of the record or information; or (b) another Federal entity;

To the National Archives and Record Administration’s (NARA), Office of Government
Information Services (OGIS), to the extent necessary to fulfill its responsibilities in 5
U.S.C. 552(h), to review administrative agency policies, procedures and compliance with
the FOIA, and to facilitate OGIS's offering of mediation services to resolve disputes
between persons making FOIA requests and administrative agencies;

To the Department of Justice (DOJ), to the Department of the Treasury, or to a consumer
reporting agency for collection action for unpaid FOIA fees when circumstances warrant;
and,

To the Office of Management and Budget (OMB) or the DOJ to obtain advice regarding
statutory and other requirements under the FOIA or Privacy Act.

To another Federal agency or Federal entity, when information from this system of
records is reasonably necessary to assist the recipient agency or entity in (1) responding

to a suspected or confirmed breach or (2) preventing, minimizing, or remedying the risk



of harm to individuals, the agency (including its information systems, programs, and

operations), the Federal Government, or national security.
POLICIES AND PRACTICES FOR STORAGE OF RECORDS:
Records are maintained in electronic databases. Records may also be maintained on back-up
tapes, or on a PBGC or a contractor-hosted network.
POLICIES AND PRACTICES FOR RETRIEVAL OF RECORDS:
Records are retrieved by any one or more of the following: Name, subject, request file/tracking
number, or other data element as may be permitted by an automated system.
POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS:
Records are maintained and destroyed in accordance with the National Archives and Record
Administration’s (NARA) Basic Laws and Authorities (44 U.S.C. 3301, et seq.) or a PBGC
records disposition schedule approved by NARA. Records existing on paper are destroyed
beyond recognition. Records existing on computer storage media are destroyed according to the
applicable PBGC media practice for participant systems and will be maintained in accordance
with PBGC Records Schedule. See General Records Schedule (GRS) Items 4.2 Items 001,010,
020, 040, 050, 090. See also PBGC Records Schedule Item 1.2: Administrative Records —
Privacy Act.
ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS:
PBGC has established security and privacy protocols that meet the required security and privacy
standards issued by the National Institute of Standards and Technology (NIST). Records are
maintained in a secure, password protected electronic system that utilizes security hardware and
software to include multiple firewalls, active intruder detection, and role-based access controls.
PBGC has adopted appropriate administrative, technical, and physical controls in accordance
with PBGC’s security program to protect the confidentiality, integrity, and availability of the

information, and to ensure that records are not disclosed to or accessed by unauthorized



individuals. Paper records are kept in file folders in areas of restricted access that are locked
after office hours.

Electronic records are stored on computer networks, which may include cloud-based systems,
and protected by controlled access with Personal Identity Verification (PI1V) cards, assigning
user accounts to individuals needing access to the records and by passwords set by authorized
users that must be changed periodically. Further, for certain systems covered by this notice,
heightened security access is required. Such access is granted by the specific permissions group
assigned to monitor that particular system and only authorized employees of the agency may
retrieve, review or modify those records. All employees are annually required to agree to and
comply with PBGC's Rules of Behavior with respect to PBGC's IT systems and PII.
RECORD ACCESS PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to request
access to their records in accordance with 29 CFR 4902.4, should submit a written request to the
Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing their
name, address, date of birth, and verification of their identity in accordance with 29 CFR
4902.3(c), or via PBGC’s online FOIA/PA system the link to which is located at
https://www.pbgc.gov/about/pg/footer/foia. Individuals or third parties will be required to
provide information to verify their identity when making a request.

CONTESTING RECORD PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to amend
their records must submit a written request, in accordance with 29 CFR 4902.5, identifying the
information they wish to correct in their file, in addition to following the requirements of the
Record Access Procedure above.

NOTIFICATION PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to learn

whether this system of records contains information about them should submit a written request



to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing
their name, address, date of birth, and verification of their identity in accordance with 29 CFR
4902.3(c), or via PBGC’s online FOIA/PA system the link to which is located at
https://www.pbgc.gov/about/pg/footer/foia. Individuals or third parties will be required to
provide information to verify their identity when making a request.

EXEMPTIONS PROMULGATED FOR THE SYSTEM:

To the extent that copies of exempt records from other systems of records are entered into this
system, PBGC claims the same exemptions for those records that are claimed for the original
primary systems of records from which they originated.

HISTORY:

PBGC — 29: Freedom of Information Act and Privacy Act Request Records — PBGC (last

published at 88 FR 41663 (Jun. 27, 2023)).



SYSTEM NAME AND NUMBER:

PBGC-30: Surveys and Complaints

SECURITY CLASSIFICATION:

Unclassified

SYSTEM LOCATION:

Pension Benefit Guaranty Corporation (PBGC), 445 12" Street SW, Washington, DC 20024-
2101. (Records may be kept at an additional location of the commercial service provider of
Qualtrics, 333 W. River Park Drive Provo, UT 84604, in the Amazon Web Services Government
Commercial Cloud).

SYSTEM MANAGER(S):

Office of the General Counsel (OGC), PBGC, 445 12th Street SW, Washington, DC, 20024-
2101.

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:

29 U.S.C. 1055, 1056(d)(3), 1302, 1303, 1310, 1321, 13223, 1341, 1342, 1343, 1350; 1431, and
1432; 5 U.S.C. 301; 44 U.S.C. 3101 et seq.

PURPOSE(S) OF THE SYSTEM:

The purpose of this system of records is for all departments at PBGC to elicit feedback through
surveys and respond to complaints PBGC receives from communications contained within them.
This includes a process for tracking, receiving, and responding to surveys, complaints, concerns,
or questions from individuals about the organizational security and privacy practices. Names,
addresses, and telephone numbers are used to survey customers to measure their satisfaction with
PBGC’s services and to track (for follow-up) those who do not respond to surveys. De-
identified, aggregated information from this system may be used for research and statistical
purposes.

CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:



Individuals who access a website operated by or on behalf of PBGC; and individuals who are the
subject of or are otherwise connected to an inquiry, investigation, or complaint concerning
PBGC’s privacy or cybersecurity programs.

CATEGORIES OF RECORDS IN THE SYSTEM:

Responses to individual survey questions or complaint forms; IP addresses; cookies (session and
persistent); email communications; and information pertaining to the individual’s complaint such
as their name, email address, phone number, and details about their experience using a PBGC
website or their complaint.

RECORD SOURCE CATEGORIES:

Subject individuals; pension plan participants, sponsors, administrators and third parties; current
and former employees or contractors.

ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING
CATEGORIES OF USERS AND THE PURPOSES OF SUCH USES:

Information about covered individuals may be disclosed without consent as permitted by the
Privacy Act of 1974, 5 U.S.C. 552a(b), and:

1. A record from this system may be disclosed to law enforcement in the event the record is
connected to a violation or potential violation of law, whether civil, criminal, or
regulatory in nature, and whether arising by general statute, regulation, rule, or order
issued pursuant thereto. Such disclosure may be made to the appropriate agency, whether
Federal, state, local, or tribal, or other public authority responsible for enforcing,
investigating or prosecuting such violation or charged with enforcing or implementing
the statute, or rule, regulation, or order issued pursuant thereto, if PBGC determines that
the records are both relevant and necessary to any enforcement, regulatory, investigative
or prospective responsibility of the receiving entity.

2. Arecord from this system of records may be disclosed to a Federal, state, tribal or local

agency or to another public or private source maintaining civil, criminal, or other relevant



3.

enforcement information or other pertinent information if, and to the extent necessary, to
obtain information relevant to a PBGC decision concerning the hiring or retention of an
employee, the retention of a security clearance, or the letting of a contract.

A record from this system of records may be disclosed in a proceeding before a court or
other adjudicative body in which PBGC, an employee of PBGC in his or her official
capacity, an employee of PBGC in his or her individual capacity whom PBGC (or the
Department of Justice (DOJ)) has agreed to represent is a party, or the United States or
any other Federal agency is a party and PBGC determines that it has an interest in the
proceeding, and if PBGC determines that the record is relevant and necessary to the
litigation and that the use of the record is compatible with the purpose for which PBGC
collected the information.

When PBGC, an employee of PBGC in his or her official capacity, or an employee of
PBGC in his or her individual capacity whom PBGC (or DOJ) has agreed to represent is
a party to a proceeding before a court or other adjudicative body, or the United States or
any other Federal agency is a party and PBGC determines that it has an interest in the
proceeding, a record from this system of records may be disclosed to DOJ if PBGC is
consulting with DOJ regarding the proceeding or has decided that DOJ will represent
PBGC, or its interest, in the proceeding and PBGC determines that the record is relevant
and necessary to the litigation and that the use of the record is compatible with the
purpose for which PBGC collected the information.

A record from this system of records may be disclosed to OMB in connection with the
review of private relief legislation as set forth in OMB Circular No. A-19 at any stage of
the legislative coordination and clearance process as set forth in that Circular.

A record from this system of records may be disclosed to a congressional office in

response to an inquiry from the congressional office made at the request of the individual.



7.

10.

11.

12.

A record from this system of records may be disclosed to an official of a labor
organization recognized under 5 U.S.C. ch. 71 when necessary for the labor organization
to properly perform its duties as the collective bargaining representative of PBGC
employees in the bargaining unit.

A record from this system of records may be disclosed to appropriate agencies, entities,
and persons when (1) PBGC suspects or has confirmed that there has been a breach of the
system of records; (2) PBGC has determined that as a result of the suspected or
confirmed breach there is a risk of harm to individuals, PBGC (including its information
systems, programs and operations), the Federal Government, or national security; and

(3) the disclosure made to such agencies, entities, and persons is reasonably necessary to
assist in connection with PBGC’s efforts to respond to the suspected or confirmed breach
or to prevent, minimize, or remedy such harm.

To contractors, experts, consultants, and the agents thereof, and others performing or
working on a contract, service, cooperative agreement, or other assignment for PBGC
when necessary to accomplish an agency function. Individuals provided information
under this routine use are subject to the same Privacy Act requirements and limitations on
disclosure as are applicable to PBGC employees.

To the National Archives and Records Administration or to the General Services
Administration for records management inspections conducted under 44 U.S.C. 2904 and
2906.

To any source from which information is requested in the course of processing a
grievance, investigation, arbitration, or other litigation, to the extent necessary to identify
the individual, inform the source of the purpose(s) of the request, and identify the type of
information requested.

To Another Agency or Non-Federal Entity in Connection with an OIG Audit,

Investigation, or Inspection: To another Federal agency or non-Federal entity to compare



such records in the agency’s system of records or to non-Federal records in coordination
with the Office of Inspector General conducting an audit, investigation, inspection, or
some other review as authorized by the Inspector General Act, as amended.

13. To another Federal agency or Federal entity, when information from this system of
records is reasonably necessary to assist the recipient agency or entity in (1) responding
to a suspected or confirmed breach or (2) preventing, minimizing, or remedying the risk
of harm to individuals, the agency (including its information systems, programs, and
operations), the Federal Government, or national security.

POLICIES AND PRACTICES FOR STORAGE OF RECORDS:

Records are maintained in electronic databases. Records may also be maintained on back-up
tapes, or on a PBGC or a contractor-hosted network.

POLICIES AND PRACTICES FOR RETRIEVAL OF RECORDS:

Indexing surveys and complaints will be determined by individual system implementations, but
records are generally indexed by a generic, sequential survey or complaint record identifier.
Records may be indexed by a combination of survey responses and contact information that is
voluntarily provided through the survey or complaint form.

POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS:
Records are maintained and destroyed in accordance with the National Archives and Record
Administration’s (NARA) Basic Laws and Authorities (44 U.S.C. 3301, et seq.) or a PBGC
records disposition schedule approved by NARA. Records existing on paper are destroyed
beyond recognition. Records existing on computer storage media are destroyed according to the
applicable PBGC media practice for systems that leverage this SORN and will be maintained in
accordance with PBGC Records Schedule. See General Records Schedule (GRS) Items 6.5.010
and 6.5.020: Public Customer Service Records; See also GRS 6.5.010: Complaints-Customer
Service; see also GRS Items 4.2.06; Privacy complaint files. See also PBGC Records Schedule

Item 1.2: Administrative Records — Privacy Act.



ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS:

PBGC has established security and privacy protocols that meet the required security and privacy
standards issued by the National Institute of Standards and Technology (NIST). Records are
maintained in a secure, password protected electronic system that utilizes security hardware and
software to include multiple firewalls, active intruder detection, and role-based access controls.
PBGC has adopted appropriate administrative, technical, and physical controls in accordance
with PBGC’s security program to protect the confidentiality, integrity, and availability of the
information, and to ensure that records are not disclosed to or accessed by unauthorized
individuals. Paper records are kept in file folders in areas of restricted access that are locked
after office hours.

Electronic records are stored on computer networks, which may include cloud-based systems,
and protected by controlled access with Personal Identity Verification (PIV) cards, assigning
user accounts to individuals needing access to the records and by passwords set by authorized
users that must be changed periodically. Further, for certain systems covered by this notice,
heightened security access is required. Such access is granted by the specific permissions group
assigned to monitor that particular system and only authorized employees of the agency may
retrieve, review or modify those records.

RECORD ACCESS PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to request
access to their records in accordance with 29 CFR 4902.4, should submit a written request to the
Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, or by emailing
disclosure@pbgc.gov, providing their name, address, date of birth, and verification of their
identity in accordance with 29 CFR 4902.3(c).

CONTESTING RECORD PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to amend

their records must submit a written request, in accordance with 29 CFR 4902.5, identifying the



information they wish to correct in their file, in addition to following the requirements of the
Record Access Procedure above.

NOTIFICATION PROCEDURES:

Individuals, or third parties with written authorization from the individual, wishing to learn
whether this system of records contains information about them should submit a written request
to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, or by
emailing disclosure@pbgc.gov, providing their name, address, date of birth, and verification of
their identity in accordance with 29 CFR 4902.3(c).

EXEMPTIONS PROMULGATED FOR THE SYSTEM:

None.

HISTORY:

PBGC-30: Surveys and Complaints — PBGC (last published at 89 FR 3436 (Jan. 18, 2024)).



	Structure Bookmarks
	SYSTEM NAME AND NUMBER:  
	SYSTEM NAME AND NUMBER:  
	PBGC-22: Remote Work, Telework, and Alternative Worksite Records  
	SECURITY CLASSIFICATION:   
	Unclassified 
	SYSTEM LOCATION:    
	Pension Benefit Guaranty Corporation (PBGC), 445 12th Street SW, Washington, DC, 20024-2101. (Records may be kept at an additional location as backup for continuity of operations.)  
	SYSTEM MANAGER(S):    
	Remote Work and Telework Managing Officers, Human Resources Department, PBGC, 445 12th Street SW, Washington, DC, 20024-2101.  
	AUTHORITY FOR MAINTENANCE OF THE SYSTEM:   
	29 U.S.C. 1302; 44 U.S.C. 3101; 5 U.S.C. 301; 5 U.S.C. 6120.   
	PURPOSE(S) OF THE SYSTEM:   
	The purpose of this system of records is to collect and maintain records on current and former employees who have participated in, presently participate in, or have sought to participate in PBGC's Remote Work or Telework Programs.   
	CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:   
	Current and former employees of PBGC who have requested to participate in PBGC’s Remote Work or Telework Programs in order to work at an alternative worksite other than their official PBGC duty station and physicians who certify eligibility for medical telework.  
	CATEGORIES OF RECORDS IN THE SYSTEM:   
	Name, position title, grade, series, and department name; official PBGC duty station address and telephone number; alternative worksite address and telephone number(s); date telework agreement received and approved/denied; telework agreement, self-certification home safety checklist, and supervisor-employee checklist; type of telework requested (e.g., medical, episodic, or regular); regular work schedule; remote work or telework schedule; approvals/disapprovals; 
	mass transit benefits received through PBGC’s mass transit subsidy program; physician certification for medical telework; and any other miscellaneous documents supporting telework.   
	RECORD SOURCE CATEGORIES:   
	Subject individuals; subject individuals’ supervisors; and physicians.   
	ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING CATEGORIES OF USERS AND THE PURPOSES OF SUCH USES:    
	Information about covered individuals may be disclosed without consent as permitted by the Privacy Act of 1974, 5 U.S.C. 552a(b), and: 
	1.
	1.
	1.
	 A record from this system may be disclosed to Federal, state, tribal or local governments during actual emergencies, exercises, or continuity of operations tests for the purposes of emergency preparedness and responding to emergency situations.   

	2.
	2.
	 A record from this system may be disclosed to the Department of Labor when an employee is injured when working at home while in the performance of normal duties.  

	3.
	3.
	 A record from this system may be disclosed to the Office of Personnel Management (OPM) for use in its Telework Survey to provide consolidated data on participation in PBGC's Telework Program.   

	4.
	4.
	 A record from this system of records may be disclosed to appropriate third parties contracted by the agency to facilitate mediation or other dispute resolution procedures or programs.   

	5.
	5.
	 A record from this system may be disclosed to the PBGC Information Technology Infrastructure Operations Department (ITIOD) when necessary for the shipping of Government-owned IT equipment to an employee’s approved alternative work location. 

	6.
	6.
	 A record from this system may be disclosed to the PBGC Workplace Solutions Department (WSD) when necessary to account for office furniture loaned to an employee for use at their approved alternate work location. 


	7.
	7.
	7.
	 A record from this system may be disclosed to law enforcement in the event the record is connected to a violation or potential violation of law, whether civil, criminal or regulatory in nature, and whether arising by general statute, regulation, rule, or order issued pursuant thereto. Such disclosure may be made to the appropriate agency, whether federal, state, local, or tribal, or other public authority responsible for enforcing, investigating or prosecuting such violation or charged with enforcing or im

	8.
	8.
	 A record from this system of records may be disclosed to a federal, state, tribal or local agency or to another public or private source maintaining civil, criminal, or other relevant enforcement information or other pertinent information if, and to the extent necessary, to obtain information relevant to a PBGC decision concerning the hiring or retention of an employee, the retention of a security clearance, or the letting of a contract.  

	9.
	9.
	 With the approval of the Director, Human Resources Department (or his or her designee), the fact that this system of records includes information relevant to a federal agency’s decision in connection with the hiring or retention of an employee, the retention of a security clearance, the letting of a contract, or the issuance of a license, grant, or other benefit may be disclosed to that federal agency. 

	10.
	10.
	 A record from this system of records may be disclosed in a proceeding before a court or other adjudicative body in which PBGC, an employee of PBGC in his or her official capacity, an employee of PBGC in his or her individual capacity whom PBGC (or the Department of Justice (DOJ)) has agreed to represent is a party, or the United States or any other federal agency is a party and PBGC determines that it has an interest in the proceeding, and if PBGC determines that the record is relevant and necessary to the


	proceeding and that the use is compatible with the purpose for which PBGC collected the 
	proceeding and that the use is compatible with the purpose for which PBGC collected the 
	proceeding and that the use is compatible with the purpose for which PBGC collected the 
	information. 

	11.
	11.
	 When PBGC, an employee of PBGC in his or her official capacity, or an employee of PBGC in his or her individual capacity whom PBGC (or DOJ) has agreed to represent is a party to a proceeding before a court or other adjudicative body, or the United States or any other federal agency is a party and PBGC determines that it has an interest in the proceeding, a record from this system of records may be disclosed to DOJ if PBGC is consulting with DOJ regarding the proceeding or has decided that DOJ will represen

	12.
	12.
	 A record from this system of records may be disclosed to OMB in connection with the review of private relief legislation as set forth in OMB Circular No. A–19 at any stage of the legislative coordination and clearance process as set forth in that Circular. 

	13.
	13.
	 A record from this system of records may be disclosed to a congressional office in response to an inquiry from the congressional office made at the request of the individual. 

	14.
	14.
	 A record from this system of records may be disclosed to an official of a labor organization recognized under 5 U.S.C. ch. 71 when necessary for the labor organization to properly perform its duties as the collective bargaining representative of PBGC employees in the bargaining unit. 

	15.
	15.
	 A record from this system of records may be disclosed to appropriate agencies, entities, and persons when (1) PBGC suspects or has confirmed that there has been a breach of the system of records; (2) PBGC has determined that as a result of the suspected or confirmed breach there is a risk of harm to individuals, PBGC  (including its information systems, programs and operations), the Federal Government, or national security; and 


	(3) the disclosure made to such agencies, entities, and persons is reasonably necessary to 
	(3) the disclosure made to such agencies, entities, and persons is reasonably necessary to 
	(3) the disclosure made to such agencies, entities, and persons is reasonably necessary to 
	assist in connection with PBGC’s efforts to respond to the suspected or confirmed breach or to prevent, minimize, or remedy such harm.  

	16.
	16.
	 To contractors, experts, consultants, and the agents thereof, and others performing or working on a contract, service, cooperative agreement, or other assignment for PBGC when necessary to accomplish an agency function. Individuals provided information under this routine use are subject to the same Privacy Act requirements and limitations on disclosure as are applicable to PBGC employees.  

	17.
	17.
	 To the National Archives and Records Administration or to the General Services Administration for records management inspections conducted under 44 U.S.C. 2904 and 2906.  

	18.
	18.
	 To any source from which information is requested in the course of processing a grievance, investigation, arbitration, or other litigation, to the extent necessary to identify the individual, inform the source of the purpose(s) of the request, and identify the type of information requested. 

	19.
	19.
	 To disclose information to a federal agency, in response to its request, in connection with hiring or retaining an employee, issuing a security clearance, conducting a security or suitability investigation of an individual, or classifying jobs, to the extent that the information is relevant and necessary to the requesting agency’s decision on the matter.  

	20.
	20.
	 To another federal agency or federal entity, when information from this system of records is reasonably necessary to assist the recipient agency or entity in (1) responding to a suspected or confirmed breach or (2) preventing, minimizing, or remedying the risk of harm to individuals, the agency (including its information systems, programs, and operations), the Federal Government, or national security. 

	21.
	21.
	 To Another Agency or Non-Federal Entity in Connection with an OIG Audit, Investigation, or Inspection: To another Federal agency or non-Federal entity to 


	compare such records in the agency’s system of records or to non
	compare such records in the agency’s system of records or to non
	compare such records in the agency’s system of records or to non
	-Federal records in coordination with the Office of Inspector General conducting an audit, investigation, inspection, or some other review as authorized by the Inspector General Act, as amended. 


	POLICIES AND PRACTICES FOR STORAGE OF RECORDS:  
	Records are maintained manually in paper and/or electronic form (including computer databases).  Records may also be maintained on back-up tapes, or on a PBGC or a contractor-hosted network.  Also, each of PBGC’s departments has a Remote Work or Telework Liaison who may maintain copies of the records pertaining to employees working in his or her department. 
	POLICIES AND PRACTICES FOR RETRIEVAL OF RECORDS:  
	Records may be retrieved by any one or more of the following: employee name, and the department in which the employee works, will work, or previously worked.  
	POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS:  
	Records are maintained and destroyed in accordance with the National Archives and Record Administration’s (NARA) Basic Laws and Authorities (44 U.S.C. 3301, et seq.) or a PBGC records disposition schedule approved by NARA.  Records existing on paper are destroyed beyond recognition.  Records existing on computer storage media are destroyed according to the applicable PBGC media practice for participant systems and will be maintained in accordance with PBGC Records Schedule Item 1.2: Administrative Records. 
	ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS:  
	PBGC has established security and privacy protocols that meet the required security and privacy standards issued by the National Institute of Standards and Technology (NIST).  Records are maintained in a secure, password protected electronic system that utilizes security hardware and software to include multiple firewalls, active intruder detection, and role-based access controls.  PBGC has adopted appropriate administrative, technical, and physical controls in 
	accordance with PBGC’s security program to protect the confidentiality, integrity, and availability of the information, and to ensure that records are not disclosed to or accessed by unauthorized individuals.  
	Electronic records are stored on computer networks, which may include cloud-based systems, and protected by controlled access with Personal Identity Verification (PIV) cards, assigning user accounts to individuals needing access to the records and by passwords set by authorized users that must be changed periodically.  
	RECORD ACCESS PROCEDURES:   
	Individuals, or third parties with written authorization from the individual, wishing to request access to their records in accordance with 29 CFR 4902.4, should submit a written request to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing their name, address, date of birth, and verification of their identity in accordance with 29 CFR 4902.3(c). 
	CONTESTING RECORD PROCEDURES:   
	Individuals, or third parties with written authorization from the individual, wishing to amend their records must submit a written request, in accordance with 29 CFR 4902.5, identifying the information they wish to correct in their file, in addition to following the requirements of the Record Access Procedure above.  
	NOTIFICATION PROCEDURES:   
	Individuals, or third parties with written authorization from the individual, wishing to learn whether this system of records contains information about them should submit a written request to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing their name, address, date of birth, and verification of their identity in accordance with 29 CFR 4902.3(c). 
	EXEMPTIONS PROMULGATED FOR THE SYSTEM:    
	None 
	HISTORY:   
	PBGC – 22, Telework and Alternative Worksite Records (last published at 83 FR 6272 (Feb. 13, 2018)). 
	  
	SYSTEM NAME AND NUMBER:  
	PBGC-23: Internal Inquiries of Allegations of Harassing Conduct  
	SECURITY CLASSIFICATION:   
	Unclassified 
	SYSTEM LOCATION:    
	Pension Benefit Guaranty Corporation (PBGC), 445 12th Street SW, Washington, DC, 20024-2101. (Records may be kept at an additional location as backup for continuity of operations.)  
	SYSTEM MANAGER(S):    
	Director, Human Resources Department, PBGC, 445 12th Street SW, Washington, DC, 20024-2101. 
	Director, Office of General Counsel’s General Law and Operations Department, 445 12th Street SW, Washington, DC, 20024-2101.  
	AUTHORITY FOR MAINTENANCE OF THE SYSTEM:   
	29 U.S.C. 1302; 44 U.S.C. 3101; 5 U.S.C. 301; 42 U.S.C. 2000e, et seq.  
	PURPOSE(S) OF THE SYSTEM:   
	This system of records is maintained for the purpose of upholding PBGC's policy to prevent and eradicate harassing conduct in the workplace, including conducting and resolving internal inquiries of allegations of harassing conduct brought by or against PBGC employees, contractors, or interns.  
	CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:   
	Current or former PBGC employees, contractors, and interns who have made a report of harassment, or have been accused of harassing conduct.   
	CATEGORIES OF RECORDS IN THE SYSTEM:   
	The system contains all documents related to a report of harassment, which may include the name, position, grade, and supervisor(s) of the complainant and the accused; the Harassment 
	Inquiry Committee intake form; statements of witnesses; reports of interviews; medical records; final decisions and corrective actions taken; and related correspondence and exhibits.   
	RECORD SOURCE CATEGORIES:   
	PBGC employees, contractors, and others with knowledge; outside counsel; and medical professionals.   
	ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING CATEGORIES OF USERS AND THE PURPOSES OF SUCH USES:    
	Information about covered individuals may be disclosed without consent as permitted by the Privacy Act of 1974, 5 U.S.C. 552a(b), and:  
	1.
	1.
	1.
	 Disclosure of information from this system of records regarding the status of any inquiry that may have been conducted may be made to the complaining party and to the individual against whom the complaint was made when the purpose of the disclosure is both relevant and necessary and is compatible with the purpose for which the information was collected.  

	2.
	2.
	 Disclosure of information from this system of records may be made to the PBGC Office of Equal Employment Opportunity or the PBGC Office of the Inspector General when related to investigations under their jurisdiction.  

	3.
	3.
	 A record from this system may be disclosed to law enforcement in the event the record is connected to a violation or potential violation of law, whether civil, criminal or regulatory in nature, and whether arising by general statute, regulation, rule, or order issued pursuant thereto. Such disclosure may be made to the appropriate agency, whether federal, state, local, or tribal, or other public authority responsible for enforcing, investigating or prosecuting such violation or charged with enforcing or im


	4.
	4.
	4.
	 A record from this system of records may be disclosed to a federal, state, tribal or local agency or to another public or private source maintaining civil, criminal, or other relevant enforcement information or other pertinent information if, and to the extent necessary, to obtain information relevant to a PBGC decision concerning the hiring or retention of an employee, the retention of a security clearance, or the letting of a contract.  

	5.
	5.
	 With the approval of the Director, Human Resources Department (or his or her designee), the fact that this system of records includes information relevant to a federal agency’s decision in connection with the hiring or retention of an employee, the retention of a security clearance, the letting of a contract, or the issuance of a license, grant, or other benefit may be disclosed to that federal agency. 

	6.
	6.
	 A record from this system of records may be disclosed in a proceeding before a court or other adjudicative body in which PBGC, an employee of PBGC in his or her official capacity, an employee of PBGC in his or her individual capacity whom PBGC (or the Department of Justice (DOJ)) has agreed to represent is a party, or the United States or any other federal agency is a party and PBGC determines that it has an interest in the proceeding, and if PBGC determines that the record is relevant and necessary to the

	7.
	7.
	 When PBGC, an employee of PBGC in his or her official capacity, or an employee of PBGC in his or her individual capacity whom PBGC (or DOJ) has agreed to represent is a party to a proceeding before a court or other adjudicative body, or the United States or any other federal agency is a party and PBGC determines that it has an interest in the proceeding, a record from this system of records may be disclosed to DOJ if PBGC is consulting with DOJ regarding the proceeding or has decided that DOJ will represen


	and necessary
	and necessary
	and necessary
	 to the proceeding and that the use is compatible with the purpose for which PBGC collected the information.  

	8.
	8.
	 A record from this system of records may be disclosed to OMB in connection with the review of private relief legislation as set forth in OMB Circular No. A–19 at any stage of the legislative coordination and clearance process as set forth in that Circular. 

	9.
	9.
	 A record from this system of records may be disclosed to a congressional office in response to an inquiry from the congressional office made at the request of the individual. 

	10.
	10.
	 A record from this system of records may be disclosed to an official of a labor organization recognized under 5 U.S.C. ch. 71 when necessary for the labor organization to properly perform its duties as the collective bargaining representative of PBGC employees in the bargaining unit. 

	11.
	11.
	 A record from this system of records may be disclosed to appropriate agencies, entities, and persons when (1) PBGC suspects or has confirmed that there has been a breach of the system of records; (2) PBGC has determined that as a result of the suspected or confirmed breach there is a risk of harm to individuals, PBGC  (including its information systems, programs and operations), the Federal Government, or national security; and (3) the disclosure made to such agencies, entities, and persons is reasonably n

	12.
	12.
	 To contractors, experts, consultants, and the agents thereof, and others performing or working on a contract, service, cooperative agreement, or other assignment for PBGC when necessary to accomplish an agency function. Individuals provided information under this routine use are subject to the same Privacy Act requirements and limitations on disclosure as are applicable to PBGC employees.  


	13.
	13.
	13.
	 To the National Archives and Records Administration or to the General Services Administration for records management inspections conducted under 44 U.S.C. 2904 and 2906.  


	 
	14.
	14.
	14.
	 To any source from which information is requested in the course of processing a grievance, investigation, arbitration, or other litigation, to the extent necessary to identify the individual, inform the source of the purpose(s) of the request, and identify the type of information requested. 

	15.
	15.
	 To disclose information to a federal agency, in response to its request, in connection with hiring or retaining an employee, issuing a security clearance, conducting a security or suitability investigation of an individual, or classifying jobs, to the extent that the information is relevant and necessary to the requesting agency’s decision on the matter.  

	16.
	16.
	 To another federal agency or federal entity, when information from this system of records is reasonably necessary to assist the recipient agency or entity in (1) responding to a suspected or confirmed breach or (2) preventing, minimizing, or remedying the risk of harm to individuals, the agency (including its information systems, programs, and operations), the Federal Government, or national security. 

	17.
	17.
	 To another Federal agency or non-Federal entity to compare such records in the agency’s system of records or to non-Federal records in coordination with the Office of Inspector General conducting an audit, investigation, inspection, or some other review as authorized by the Inspector General Act, as amended. 


	POLICIES AND PRACTICES FOR STORAGE OF RECORDS:  
	Records are maintained manually in paper and/or electronic form (including computer databases or discs).  Records may also be maintained on back-up tapes, or on a PBGC or a contractor-hosted network.    
	POLICIES AND PRACTICES FOR RETRIEVAL OF RECORDS:  
	Records are retrieved by any one or more of the following: name; department; or unique identifier assigned to each incident reported.   
	POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS:  
	Records are maintained and destroyed in accordance with the National Archives and Record Administration’s (NARA) Basic Laws and Authorities (44 U.S.C. 3301, et seq.) or a PBGC records disposition schedule approved by NARA.  Records existing on paper are destroyed beyond recognition.  Records existing on computer storage media are destroyed according to the applicable PBGC media practice for participant systems and will be maintained in accordance with PBGC Records Schedule Item 1.2: Administrative Records. 
	ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS:  
	PBGC has established security and privacy protocols that meet the required security and privacy standards issued by the National Institute of Standards and Technology (NIST).  Records are maintained in a secure, password protected electronic system that utilizes security hardware and software to include multiple firewalls, active intruder detection, and role-based access controls. PBGC has adopted appropriate administrative, technical, and physical controls in accordance with PBGC’s security program to prot
	Paper records are kept in cabinets in areas of restricted access that are locked after office hours.  Electronic records are stored on computer networks, which may include cloud-based systems, and protected by controlled access with Personal Identity Verification (PIV) cards, assigning user accounts to individuals needing access to the records and by passwords set by authorized users that must be changed periodically. 
	RECORD ACCESS PROCEDURES:   
	Individuals, or third parties with written authorization from the individual, wishing to request access to their records in accordance with 29 CFR 4902.4, should submit a written request to the 
	Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing their name, address, date of birth, and verification of their identity in accordance with 29 CFR 4902.3(c). 
	CONTESTING RECORD PROCEDURES:   
	Individuals, or third parties with written authorization from the individual, wishing to amend their records must submit a written request, in accordance with 29 CFR 4902.5, identifying the information they wish to correct in their file, in addition to following the requirements of the Record Access Procedure above.  
	NOTIFICATION PROCEDURES:   
	Individuals, or third parties with written authorization from the individual, wishing to learn whether this system of records contains information about them should submit a written request to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing their name, address, date of birth, and verification of their identity in accordance with 29 CFR 4902.3(c). 
	EXEMPTIONS PROMULGATED FOR THE SYSTEM:    
	None. 
	HISTORY:   
	PBGC-23, Internal Investigations of Allegations of Harassing Conduct (last published at 83 FR 6273 (Feb. 13, 2018)). 
	  
	SYSTEM NAME AND NUMBER:  
	PBGC-25: Comment Management System  
	SECURITY CLASSIFICATION:   
	Unclassified 
	SYSTEM LOCATION:    
	Pension Benefit Guaranty Corporation (PBGC), 445 12th Street SW, Washington, DC, 20024-2101. (Records may be kept at an additional location as backup for continuity of operations.)  
	SYSTEM MANAGER(S):    
	Director, Office of General Counsel’s Program Law and Policy Department, PBGC, 445 12th Street SW, Washington, DC, 20024-2101. 
	AUTHORITY FOR MAINTENANCE OF THE SYSTEM:   
	29 U.S.C. 1302; 44 U.S.C. 3101; 44 U.S.C. Ch 36; 5 U.S.C. 301. 
	PURPOSE(S) OF THE SYSTEM:   
	The information in this system is maintained to: provide a central location to search, view, download and comment on Federal rulemaking documents; respond to the public’s comments; track regulatory feedback; and retain commenter information in order to respond to the public.  
	CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:   
	Any individual commenting on PBGC’s rulemaking activities or submitting supporting materials; any individual initiating contact with PBGC through use of the agency website. 
	CATEGORIES OF RECORDS IN THE SYSTEM:   
	Comments and supporting documentation from the public; agency rulemaking materials; Federal Register publications; scientific and financial studies; cookies (session and persistent); and internet protocol (IP) addresses.   
	RECORD SOURCE CATEGORIES:  
	Individuals commenting on agency rulemaking; individuals contacting PBGC via the agency website. 
	ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING CATEGORIES OF USERS AND THE PURPOSES OF SUCH USES:    
	Information about covered individuals may be disclosed without consent as permitted by the Privacy Act of 1974, 5 U.S.C. 552a(b), and:  
	1.
	1.
	1.
	 Information, including personally identifiable information (PII), contained in comments about agency rulemaking, whether submitted through pbgc.gov or regulations.gov, may be published to the PBGC website.   

	2.
	2.
	 A record from this system may be disclosed to law enforcement in the event the record is connected to a violation or potential violation of law, whether civil, criminal or regulatory in nature, and whether arising by general statute, regulation, rule, or order issued pursuant thereto.  Such disclosure may be made to the appropriate agency, whether Federal, state, local, or tribal, or other public authority responsible for enforcing, investigating or prosecuting such violation or charged with enforcing or i

	3.
	3.
	 A record from this system of records may be disclosed to a Federal, state, tribal or local agency or to another public or private source maintaining civil, criminal, or other relevant enforcement information or other pertinent information if, and to the extent necessary, to obtain information relevant to a PBGC decision concerning the hiring or retention of an employee, the retention of a security clearance, or the letting of a contract. 

	4.
	4.
	 With the approval of the Director, Human Resources Department (or his or her designee), the fact that this system of records includes information relevant to a Federal agency’s decision in connection with the hiring or retention of an employee, the retention 


	of a security clearance, the letting of a contract, or the issuance of a license, grant, or 
	of a security clearance, the letting of a contract, or the issuance of a license, grant, or 
	of a security clearance, the letting of a contract, or the issuance of a license, grant, or 
	other benefit may be disclosed to that Federal agency. 

	5.
	5.
	 A record from this system of records may be disclosed in a proceeding before a court or other adjudicative body in which PBGC, an employee of PBGC in his or her official capacity, an employee of PBGC in his or her individual capacity whom PBGC (or the Department of Justice (DOJ)) has agreed to represent is a party, or the United States or any other Federal agency is a party and PBGC determines that it has an interest in the proceeding, and if PBGC determines that the record is relevant and necessary to the

	6.
	6.
	 When PBGC, an employee of PBGC in his or her official capacity, or an employee of PBGC in his or her individual capacity whom PBGC (or DOJ) has agreed to represent is a party to a proceeding before a court or other adjudicative body, or the United States or any other Federal agency is a party and PBGC determines that it has an interest in the proceeding, a record from this system of records may be disclosed to DOJ if PBGC is consulting with DOJ regarding the proceeding or has decided that DOJ will represen

	7.
	7.
	 A record from this system of records may be disclosed to OMB in connection with the review of private relief legislation as set forth in OMB Circular No. A–19 at any stage of the legislative coordination and clearance process as set forth in that Circular. 

	8.
	8.
	 A record from this system of records may be disclosed to a congressional office in response to an inquiry from the congressional office made at the request of the individual. 


	9.
	9.
	9.
	 A record from this system of records may be disclosed to an official of a labor organization recognized under 5 U.S.C. ch. 71 when necessary for the labor organization to properly perform its duties as the collective bargaining representative of PBGC employees in the bargaining unit. 

	10.
	10.
	 A record from this system of records may be disclosed to appropriate agencies, entities, and persons when (1) PBGC suspects or has confirmed that there has been a breach of the system of records; (2) PBGC has determined that as a result of the suspected or confirmed breach there is a risk of harm to individuals, PBGC (including its information systems, programs and operations), the Federal Government, or national security; and (3) the disclosure made to such agencies, entities, and persons is reasonably ne

	11.
	11.
	 To contractors, experts, consultants, and the agents thereof, and others performing or working on a contract, service, cooperative agreement, or other assignment for PBGC when necessary to accomplish an agency function. Individuals provided information under this routine use are subject to the same Privacy Act requirements and limitations on disclosure as are applicable to PBGC employees. 

	12.
	12.
	 To the National Archives and Records Administration or to the General Services Administration for records management inspections conducted under 44 U.S.C. 2904 and 2906. 

	13.
	13.
	 To any source from which information is requested in the course of processing a grievance, investigation, arbitration, or other litigation, to the extent necessary to identify the individual, inform the source of the purpose(s) of the request, and identify the type of information requested. 

	14.
	14.
	 To disclose information to a Federal agency, in response to its request, in connection with hiring or retaining an employee, issuing a security clearance, conducting a security 


	or suitability investigation of an individual, or classifying jobs, to the extent that the 
	or suitability investigation of an individual, or classifying jobs, to the extent that the 
	or suitability investigation of an individual, or classifying jobs, to the extent that the 
	information is relevant and necessary to the requesting agency’s decision on the matter. 

	15.
	15.
	 To another Federal agency or Federal entity, when information from this system of records is reasonably necessary to assist the recipient agency or entity in (1) responding to a suspected or confirmed breach or (2) preventing, minimizing, or remedying the risk of harm to individuals, the agency (including its information systems, programs, and operations), the Federal Government, or national security. 

	16.
	16.
	 To another Federal agency or non-Federal entity to compare such records in the agency’s system of records or to non-Federal records in coordination with the Office of Inspector General conducting an audit, investigation, inspection, or some other review as authorized by the Inspector General Act, as amended. 


	POLICIES AND PRACTICES FOR STORAGE OF RECORDS:  
	Records are maintained in electronic form (including computer databases or discs).  Records may also be maintained on back-up tapes, or on a PBGC or a contractor-hosted network.    
	POLICIES AND PRACTICES FOR RETRIEVAL OF RECORDS:  
	Information from this system may be retrieved by numerous data elements and key word searches, including, but not limited to name, dates, subject, and other information retrievable with full-text searching capability.  
	POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS:  
	Records are maintained and destroyed in accordance with the National Archives and Record Administration’s (NARA) Basic Laws and Authorities (44 U.S.C. 3301, et seq.) or a PBGC records disposition schedule approved by NARA.  Records existing on paper are destroyed beyond recognition. Records existing on computer storage media are destroyed according to the applicable PBGC media practice for participant systems and will be maintained in accordance with PBGC Records Schedule Item 1.2: Administrative Records.  
	ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS:  
	PBGC has established security and privacy protocols that meet the required security and privacy standards issued by the National Institute of Standards and Technology (NIST).  Records are maintained in a secure, password protected electronic system that utilizes security hardware and software to include multiple firewalls, active intruder detection, and role-based access controls.  PBGC has adopted appropriate administrative, technical, and physical controls in accordance with PBGC’s security program to pro
	Electronic records are stored on computer networks, which may include cloud-based systems, and protected by controlled access with Personal Identity Verification (PIV) cards, assigning user accounts to individuals needing access to the records and by passwords set by authorized users that must be changed periodically.  
	RECORD ACCESS PROCEDURES:   
	Individuals, or third parties with written authorization from the individual, wishing to request access to their records in accordance with 29 CFR 4902.4, should submit a written request to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing their name, address, date of birth, and verification of their identity in accordance with 29 CFR 4902.3(c). 
	CONTESTING RECORD PROCEDURES:   
	Individuals, or third parties with written authorization from the individual, wishing to amend their records must submit a written request, in accordance with 29 CFR 4902.5, identifying the information they wish to correct in their file, in addition to following the requirements of the Record Access Procedure above.  
	NOTIFICATION PROCEDURES:   
	Individuals, or third parties with written authorization from the individual, wishing to learn whether this system of records contains information about them should submit a written request 
	to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing their name, address, date of birth, and verification of their identity in accordance with 29 CFR 4902.3(c). 
	EXEMPTIONS PROMULGATED FOR THE SYSTEM:   
	None. 
	HISTORY: 
	PBGC-25, PBGC.GOV Comment Management System (last published at 83 FR 6274 (Feb. 13, 2018)). 
	SYSTEM NAME AND NUMBER:   
	PBGC-26: PBGC Insider Threat and Data Loss Prevention  
	SECURITY CLASSIFICATION:   
	Unclassified 
	SYSTEM LOCATION:   
	Pension Benefit Guaranty Corporation (PBGC), 445 12th Street SW, Washington, DC, 20024-2101. (Records may be kept at an additional location as backup for continuity of operations.)  
	SYSTEM MANAGER(S):     
	Chief Information Officer, Office of Information Technology, PBGC, 445 12th Street SW, Washington, DC, 20024-2101.  
	AUTHORITY FOR MAINTENANCE OF THE SYSTEM:   
	29 U.S.C. 1302(b)(3); 5 U.S.C. 301; 44 U.S.C. 3101; 44 U.S.C. 3554; Executive Order 13587, Structural Reforms To Improve the Security of Classified Networks and the Responsible Sharing and Safeguarding of Classified Information (Oct. 7, 2011); Presidential Memorandum – National Insider Threat Policy and Minimum Standards for Executive Branch Insider Threat Programs (Nov. 21, 2012); Executive Orders 13488 and 13467, as amended by 13764, To Modernize the Executive Branch-Wide Governance Structure and Processe
	PURPOSE(S) OF THE SYSTEM:  
	The purpose of the system is to detect anomalous behavior by PBGC insiders and, as warranted, gather information from sources or existing PBGC systems of records to support an investigation of the incident.  
	CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM: 
	The categories of individuals covered by this system are PBGC insiders, defined as any person with authorized access to any PBGC resource including facilities, information, equipment, networks, or systems.  
	CATEGORIES OF RECORDS IN THE SYSTEM: 
	A.
	A.
	A.
	 The system will contain these categories of records: 


	Information collected through user activity monitoring, including keystrokes, screen captures, and content transmitted via email, chat, or data import or export. 
	Reports of investigation regarding security violations and privacy breaches, including incident reports; usernames and aliases, levels of network access, audit data, information regarding misuse of PBGC devices, information regarding unauthorized use of removable media, and logs of printer, copier, and facsimile machine use. 
	Records relating to the management and operation of PBGC personnel and physical security, including information relating to continued eligibility for access to PBGC facilities, information, and information systems. 
	Information identifying threats to PBGC personnel, property, facilities, and information; information obtained from the Department of Justice, the Federal Bureau of Investigation, or from other agencies or organizations about individuals known or suspected of being engaged in conduct constituting, preparing for, aiding, or relating to an insider threat, including , including but not limited to, espionage or unauthorized disclosure of personally identifiable information (PII). 
	B.
	B.
	B.
	 The system may include these categories of records:  


	Publicly available information, such as information regarding: Arrests and detentions; real property; bankruptcy; liens or holds on property; vehicles; licensure (including professional and pilot’s licenses, firearms and explosive permits); business licenses and filings; and from social media. 
	Reports furnished to PBGC, or collected by PBGC, in connection with personnel security investigations and Insider Threat Detection Program operated by PBGC pursuant to Federal laws and Executive Orders, rules, regulations, guidance, and PBGC policies. 
	Documentation pertaining to investigative or analytical efforts by PBGC Insider Threat Program Personnel to identify threats to PBGC personnel, property, facilities, and information.  
	Intelligence reports and database query results relating to individuals covered by this system. 
	RECORD SOURCE CATEGORIES:  
	To monitor for, identify, and respond to potential insider threats, information in the system will be received on an as-needed basis from PBGC employees, contractors, vendors, interns, and detailees; officials from other foreign, Federal, tribal, state, and local government agencies and organizations; non-government, commercial, public, and private agencies and organizations; complainants, informants, suspects, and witnesses; and from relevant records, including counterintelligence and security databases an
	ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING CATEGORIES OF USERS AND THE PURPOSES OF SUCH USES:   
	Information about covered individuals may be disclosed without consent as permitted by the Privacy Act of 1974, 5 U.S.C. 552a(b), and:  
	1.
	1.
	1.
	 Records may be disclosed to any person, organization, or governmental entity in order to notify them of a serious threat for the purpose of guarding against or responding to the threat. 


	2.
	2.
	2.
	 Records may be disclosed to a Federal, state, or local agency, or other appropriate entities or individuals, or through established liaison channels to selected foreign governments, in order to enable the intelligence agency with the relevant authority and responsibility for the matter to carry out its responsibilities under the National Security Act of 1947 as amended, the CIA act of 1949 as emended, Executive Order 12333 or any successor order, applicable national security directives, or classified imple

	3.
	3.
	 Records may be disclosed to the U.S. Department of Homeland Security (DHS) if captured in an intrusion detection system used by PBGC and DHS pursuant to a DHS cybersecurity program that monitors internet traffic to and from Federal government computer networks to prevent a variety of types of cybersecurity incidents. 

	4.
	4.
	 A record from this system may be disclosed to law enforcement in the event the record is connected to a violation or potential violation of law, whether civil, criminal or regulatory in nature, and whether arising by general statute, regulation, rule, or order issued pursuant thereto.  Such disclosure may be made to the appropriate agency, whether Federal, state, local, or tribal, or other public authority responsible for enforcing, investigating or prosecuting such violation or charged with enforcing or i

	5.
	5.
	 A record from this system of records may be disclosed to a Federal, state, tribal or local agency or to another public or private source maintaining civil, criminal, or other relevant enforcement information or other pertinent information if, and to the extent necessary, to obtain information relevant to a PBGC decision concerning the hiring or 


	retention of an employee, the retention of a security clearance, or the letting of a 
	retention of an employee, the retention of a security clearance, or the letting of a 
	retention of an employee, the retention of a security clearance, or the letting of a 
	contract. 

	6.
	6.
	 With the approval of the Director, Human Resources Department (or his or her designee), the fact that this system of records includes information relevant to a Federal agency’s decision in connection with the hiring or retention of an employee, the retention of a security clearance, the letting of a contract, or the issuance of a license, grant, or other benefit may be disclosed to that Federal agency. 

	7.
	7.
	 A record from this system of records may be disclosed in a proceeding before a court or other adjudicative body in which PBGC, an employee of PBGC in his or her official capacity, an employee of PBGC in his or her individual capacity whom PBGC (or the Department of Justice (DOJ)) has agreed to represent is a party, or the United States or any other Federal agency is a party and PBGC determines that it has an interest in the proceeding, and if PBGC determines that the record is relevant and necessary to the

	8.
	8.
	 When PBGC, an employee of PBGC in his or her official capacity, or an employee of PBGC in his or her individual capacity whom PBGC (or DOJ) has agreed to represent is a party to a proceeding before a court or other adjudicative body, or the United States or any other Federal agency is a party and PBGC determines that it has an interest in the proceeding, a record from this system of records may be disclosed to DOJ if PBGC is consulting with DOJ regarding the proceeding or has decided that DOJ will represen


	9.
	9.
	9.
	 A record from this system of records may be disclosed to OMB in connection with the review of private relief legislation as set forth in OMB Circular No. A–19 at any stage of the legislative coordination and clearance process as set forth in that Circular. 

	10.
	10.
	 A record from this system of records may be disclosed to a congressional office in response to an inquiry from the congressional office made at the request of the individual. 

	11.
	11.
	 A record from this system of records may be disclosed to an official of a labor organization recognized under 5 U.S.C. ch. 71 when necessary for the labor organization to properly perform its duties as the collective bargaining representative of PBGC employees in the bargaining unit. 

	12.
	12.
	 A record from this system of records may be disclosed to appropriate agencies, entities, and persons when (1) PBGC suspects or has confirmed that there has been a breach of the system of records; (2) PBGC has determined that as a result of the suspected or confirmed breach there is a risk of harm to individuals, PBGC (including its information systems, programs and operations), the Federal Government, or national security; and (3) the disclosure made to such agencies, entities, and persons is reasonably ne

	13.
	13.
	 To contractors, experts, consultants, and the agents thereof, and others performing or working on a contract, service, cooperative agreement, or other assignment for PBGC when necessary to accomplish an agency function. Individuals provided information under this routine use are subject to the same Privacy Act requirements and limitations on disclosure as are applicable to PBGC employees. 

	14.
	14.
	 To the National Archives and Records Administration or to the General Services Administration for records management inspections conducted under 44 U.S.C. 2904 and 2906. 


	15.
	15.
	15.
	 To any source from which information is requested in the course of processing a grievance, investigation, arbitration, or other litigation, to the extent necessary to identify the individual, inform the source of the purpose(s) of the request, and identify the type of information requested. 

	16.
	16.
	 To disclose information to a Federal agency, in response to its request, in connection with hiring or retaining an employee, issuing a security clearance, conducting a security or suitability investigation of an individual, or classifying jobs, to the extent that the information is relevant and necessary to the requesting agency’s decision on the matter. 

	17.
	17.
	 To another Federal agency or Federal entity, when information from this system of records is reasonably necessary to assist the recipient agency or entity in (1) responding to a suspected or confirmed breach or (2) preventing, minimizing, or remedying the risk of harm to individuals, the agency (including its information systems, programs, and operations), the Federal Government, or national security. 

	18.
	18.
	 To another Federal agency or non-Federal entity to compare such records in the agency’s system of records or to non-Federal records in coordination with the Office of Inspector General conducting an audit, investigation, inspection, or some other review as authorized by the Inspector General Act, as amended. 


	POLICIES AND PRACTICES FOR STORAGE OF RECORDS:   
	Records are maintained in electronic form (including computer databases or discs).  Records may also be maintained on back-up tapes, or on a PBGC or a contractor-hosted network.    
	POLICIES AND PRACTICES FOR RETRIEVAL OF RECORDS:   
	Information from this system may be retrieved by numerous data elements and key word searches, including, but not limited to name, dates, subject, and other information retrievable with full text searching capability.  
	ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS:   
	PBGC has established security and privacy protocols that meet the required security and privacy standards issued by the National Institute of Standards and Technology (NIST).  Records are maintained in a secure, password protected electronic system that utilizes security hardware and software to include multiple firewalls, active intruder detection, and role-based access controls.  PBGC has adopted appropriate administrative, technical, and physical controls in accordance with PBGC’s security program to pro
	Electronic records are stored on computer networks, which may include cloud-based systems, and protected by controlled access with Personal Identity Verification (PIV) cards, assigning user accounts to individuals needing access to the records and by passwords set by authorized users that must be changed periodically.  
	POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS:  
	The records in this system of records are covered by National Archives and Records Administration General Records Schedule 5.6, items 210, 220, 230, and 240.  
	RECORD ACCESS PROCEDURES:   
	Individuals, or third parties with written authorization from the individual, wishing to request access to their records in accordance with 29 CFR 4902.4, should submit a written request to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing their name, address, date of birth, and verification of their identity in accordance with 29 CFR 4902.3(c). 
	CONTESTING RECORD PROCEDURES:   
	Individuals, or third parties with written authorization from the individual, wishing to amend their records must submit a written request, in accordance with 29 CFR 4902.5, identifying the information they wish to correct in their file, in addition to following the requirements of the Record Access Procedure above.  
	NOTIFICATION PROCEDURES: 
	Individuals, or third parties with written authorization from the individual, wishing to learn whether this system of records contains information about them should submit a written request to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing their name, address, date of birth, and verification of their identity in accordance with 29 CFR 4902.3(c). 
	EXEMPTIONS PROMULGATED FOR THE SYSTEM:   
	Pursuant to 5 U.S.C. 552a(k)(2), PBGC has established regulations at 29 CFR 4902.12 that exempt records in this system depending on their purpose. 
	HISTORY: 
	PBGC –26, PBGC Insider Threat and Data Loss Prevention (last published at 84 FR 32786 (Jul. 9, 2019)). 
	  
	SYSTEM NAME AND NUMBER: 
	PBGC – 27: Ensuring Workplace Health and Safety in Response to a Public Health Emergency 
	SECURITY CLASSIFICATION: 
	Unclassified 
	SYSTEM LOCATION: 
	PBGC, 445 12th Street SW, Washington, DC, 20024-2101 (Records may be kept at an additional location as backup for Continuity of Operations) 
	SYSTEM MANAGER(S):  
	Workplace Solutions Department/Emergency Management, PBGC, 445 12th Street SW, Washington, DC, 20024-2101. 
	AUTHORITY FOR MAINTENANCE OF THE SYSTEM: 
	General Duty Clause, Section 5(a)(1) of the Occupational Safety and Health (OSH) Act of 1970 (29 U.S.C. 627), Executive Order 12196, Occupational safety and health programs for Federal employees (Feb. 26, 1980)Executive Order 14043, Requiring Coronavirus Disease 2019 Vaccination for Federal Employees (Sep. 14, 2021), Executive Order 14042, Executive Order on Ensuring Adequate COVID Safety Protocols for Federal Contractors (Sep. 9, 2021), and the National Defense Authorization Act For Fiscal Year 2017 (5 U.S
	PURPOSE(S) OF THE SYSTEM: 
	The information in the system is collected to assist PBGC with maintaining a safe and healthy workplace and to protect PBGC staff working on-site from risks associated with a public health emergency (as defined by the U.S. Department of Health and Human Services and declared by its Secretary), such as a pandemic or epidemic. 
	CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM: 
	Individuals covered by this system include PBGC staff (e.g., political appointees, employees, detailees, contractors, consultants, interns, and volunteers) and visitors to a PBGC facility during a public health emergency, such as a pandemic or epidemic. 
	CATEGORIES OF RECORDS IN THE SYSTEM: 
	This system maintains information collected about PBGC staff and visitors accessing PBGC facilities during a public health emergency, including a pandemic or epidemic.  It maintains biographical information collected about PBGC staff and visitors that includes, but is not limited to, their name, contact information, or whether they are in a high-risk category.  It maintains health information collected about PBGC staff that includes, but is not limited to, temperature checks, test results, dates, symptoms, 
	RECORD SOURCE CATEGORIES:  
	The information in this system is collected in part directly from the individual or from the individual’s emergency contact.  Information is also collected from human resources systems, emergency notification systems, and Federal, state, and local agencies assisting with the response to a public health emergency.  Information may also be collected from property management companies responsible for managing office buildings that house PBGC facilities including 
	security systems monitoring access to PBGC facilities, video surveillance, and access control devices. 
	ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING CATEGORIES OF USERS AND THE PURPOSES OF SUCH USES: 
	Information about covered individuals may be disclosed without consent as permitted by the Privacy Act of 1974, 5 U.S.C. 552a(b), and: 
	1.
	1.
	1.
	 To a Federal, state, or local agency to the extent necessary to comply with laws governing reporting of infectious disease; 

	2.
	2.
	 To PBGC staff member’s emergency contact for purposes of locating a staff member during a public health emergency; 

	3.
	3.
	 To federal contractors performing physical security and/or access control duties at PBGC facilities. 

	4.
	4.
	 A record from this system may be disclosed to law enforcement in the event the record is connected to a violation or potential violation of law, whether civil, criminal or regulatory in nature, and whether arising by general statute, regulation, rule, or order issued pursuant thereto.  Such disclosure may be made to the appropriate agency, whether Federal, state, local, or tribal, or other public authority responsible for enforcing, investigating or prosecuting such violation or charged with enforcing or i

	5.
	5.
	 A record from this system of records may be disclosed to a Federal, state, tribal or local agency or to another public or private source maintaining civil, criminal, or other relevant enforcement information or other pertinent information if, and to the extent necessary, to obtain information relevant to a PBGC decision concerning the 


	hiring or retention of an employee, the retention of a security clearance, or the letting 
	hiring or retention of an employee, the retention of a security clearance, or the letting 
	hiring or retention of an employee, the retention of a security clearance, or the letting 
	of a contract. 

	6.
	6.
	 With the approval of the Director, Human Resources Department (or his or her designee), the fact that this system of records includes information relevant to a Federal agency’s decision in connection with the hiring or retention of an employee, the retention of a security clearance, the letting of a contract, or the issuance of a license, grant, or other benefit may be disclosed to that Federal agency. 

	7.
	7.
	 A record from this system of records may be disclosed in a proceeding before a court or other adjudicative body in which PBGC, an employee of PBGC in his or her official capacity, an employee of PBGC in his or her individual capacity whom PBGC (or the Department of Justice (DOJ)) has agreed to represent is a party, or the United States or any other Federal agency is a party and PBGC determines that it has an interest in the proceeding, and if PBGC determines that the record is relevant and necessary to the

	8.
	8.
	 When PBGC, an employee of PBGC in his or her official capacity, or an employee of PBGC in his or her individual capacity whom PBGC (or DOJ) has agreed to represent is a party to a proceeding before a court or other adjudicative body, or the United States or any other Federal agency is a party and PBGC determines that it has an interest in the proceeding, a record from this system of records may be disclosed to DOJ if PBGC is consulting with DOJ regarding the proceeding or has decided that DOJ will represen

	9.
	9.
	 A record from this system of records may be disclosed to OMB in connection with the review of private relief legislation as set forth in OMB Circular No. A–19 at any 


	stage of the legislative coordination and clearance process as set forth in that 
	stage of the legislative coordination and clearance process as set forth in that 
	stage of the legislative coordination and clearance process as set forth in that 
	Circular. 

	10.
	10.
	 A record from this system of records may be disclosed to a congressional office in response to an inquiry from the congressional office made at the request of the individual. 

	11.
	11.
	 A record from this system of records may be disclosed to an official of a labor organization recognized under 5 U.S.C. ch. 71 when necessary for the labor organization to properly perform its duties as the collective bargaining representative of PBGC employees in the bargaining unit. 

	12.
	12.
	 A record from this system of records may be disclosed to appropriate agencies, entities, and persons when (1) PBGC suspects or has confirmed that there has been a breach of the system of records; (2) PBGC has determined that as a result of the suspected or confirmed breach there is a risk of harm to individuals, PBGC (including its information systems, programs and operations), the Federal Government, or national security; and (3) the disclosure made to such agencies, entities, and persons is reasonably ne

	13.
	13.
	 To contractors, experts, consultants, and the agents thereof, and others performing or working on a contract, service, cooperative agreement, or other assignment for PBGC when necessary to accomplish an agency function.  Individuals provided information under this routine use are subject to the same Privacy Act requirements and limitations on disclosure as are applicable to PBGC employees. 

	14.
	14.
	 To the National Archives and Records Administration or to the General Services Administration for records management inspections conducted under 44 U.S.C. 2904 and 2906. 


	15.
	15.
	15.
	 To any source from which information is requested in the course of processing a grievance, investigation, arbitration, or other litigation, to the extent necessary to identify the individual, inform the source of the purpose(s) of the request, and identify the type of information requested. 

	16.
	16.
	 To disclose information to a Federal agency, in response to its request, in connection with hiring or retaining an employee, issuing a security clearance, conducting a security or suitability investigation of an individual, or classifying jobs, to the extent that the information is relevant and necessary to the requesting agency’s decision on the matter. 

	17.
	17.
	 To another Federal agency or Federal entity, when information from this system of records is reasonably necessary to assist the recipient agency or entity in (1) responding to a suspected or confirmed breach or (2) preventing, minimizing, or remedying the risk of harm to individuals, the agency (including its information systems, programs, and operations), the Federal Government, or national security. 

	18.
	18.
	 To another Federal agency or non-Federal entity to compare such records in the agency’s system of records or to non-Federal records in coordination with the Office of Inspector General conducting an audit, investigation, inspection, or some other review as authorized by the Inspector General Act, as amended. 


	POLICIES AND PRACTICES FOR STORAGE OF RECORDS: Records are maintained manually in paper and/or electronic form, including computer databases, magnetic tapes, and discs.  Records are also maintained on PBGC’s secure network and back-up tapes. 
	POLICIES AND PRACTICES FOR RETRIEVAL OF RECORDS:  Records are retrieved by the name of the individual.  
	POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS: Records are maintained in accordance with the General Records Retention Schedules issued by the National Archives and Records Administration (NARA) or a PBGC records disposition 
	schedule approved by NARA.  Records existing on paper are destroyed beyond recognition. Records existing on computer storage media are destroyed according to the applicable PBGC media practice Records of emergency contacts for PBGC staff will be maintained in accordance with General Records Schedule 5.3, Items 010: Continuity planning and related emergency planning files; and 020: Employee Emergency Contact Information, which requires that the records be destroyed when superseded or obsolete, or upon separa
	ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS: PBGC has adopted appropriate administrative, technical, and physical controls in accordance with PBGC’s security program to protect the security, integrity, and availability of the information, and to ensure that records are not disclosed to or accessed by unauthorized individuals. 
	Paper records are kept in file cabinets in areas of restricted access that are locked after office hours.  Electronic records are stored on computer networks and protected by assigning user identification numbers to individuals needing access to the records and by passwords set by authorized users that must be changed periodically. 
	RECORD ACCESS PROCEDURES: 
	Individuals, or third parties with written authorization from the individual, wishing to request access to their records in accordance with 29 CFR 4902.4, should submit a written request to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing their name, address, date of birth, and verification of their identity in accordance with 29 CFR 4902.3(c). 
	CONTESTING RECORD PROCEDURES:  
	Individuals, or third parties with written authorization from the individual, wishing to amend their records must submit a written request, in accordance with 29 CFR 4902.5, identifying the information they wish to correct in their file, in addition to following the requirements of the Record Access Procedure above.  
	NOTIFICATION PROCEDURES:  
	Individuals, or third parties with written authorization from the individual, wishing to learn whether this system of records contains information about them should submit a written request to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing their name, address, date of birth, and verification of their identity in accordance with 29 CFR 4902.3(c). 
	EXEMPTIONS PROMULGATED FOR THE SYSTEM: 
	None. 
	HISTORY: 
	PBGC –27, Ensuring Workplace Health and Safety in Response to a Public Health Emergency (last published at 87 FR 4668 (Jan. 28,2022)). 
	  
	SYSTEM NAME AND NUMBER:  
	PBGC – 28: Physical Security and Facility Access 
	SECURITY CLASSIFICATION:  
	Unclassified 
	SYSTEM LOCATION:   
	Pension Benefit Guaranty Corporation (PBGC), 445 12th Street SW, Washington, DC, 20024-2101.  
	SYSTEM MANAGER(S):   
	Director, Workplace Solutions Department, PBGC, 445 12th Street SW, Washington, DC, 20024-2101.  
	AUTHORITY FOR MAINTENANCE OF THE SYSTEM:   
	Executive Order 12977; 6 CFR part 37; Homeland Security Presidential Directive (HSPD) 12: Policy for a Common Identification Standard for Federal Employees and Contractors. 
	PURPOSE(S) OF THE SYSTEM:   
	The purpose of this system is to maintain information to allow PBGC to provide for its facilities: control of visitor, employee, and government contractor access; physical and operational security; and video surveillance.  It can also be used to maintain information from issuing temporary facility access for employees and contractors who are not in possession of their Personal Identity Verification (PIV) card or office key.  
	CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:   
	Current PBGC employees, students, interns, government contractors, employees of other agencies, vendors, and other authorized visitors who access PBGC facilities. 
	CATEGORIES OF RECORDS IN THE SYSTEM:   
	This system contains records relating to employee and government contractor access, visitor access, and facility security.  This includes government Personal Identity Verification (PIV) cards, visitor, contractor, and employee access records, temporary access cards, biometric data, 
	and video surveillance recordings.  PIV card records include the following information: name, photo, type of access, employee affiliation, expiration date, activation date, credential serial number to include the full Card Holder Unique Identifier (CHUID), height, eye color, and hair color.  Visitor access records include the following information: name, phone number, email address, digital photo, scan of government-issued photo identification, reason for visit, organization name, date and time of visit, fl
	RECORD SOURCE CATEGORIES:  
	Subject individuals, employees, visitors, contractors, vendors, and others visiting PBGC facilities. 
	ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING CATEGORIES OF USERS AND THE PURPOSES OF SUCH USES:   
	Information about covered individuals may be disclosed without consent as permitted by the Privacy Act of 1974, 5 U.S.C. 552a(b), and:  
	1.
	1.
	1.
	 A record from this system may be disclosed to law enforcement in the event the record is connected to a violation or potential violation of law, whether civil, criminal or regulatory in nature, and whether arising by general statute, regulation, rule, or order issued pursuant thereto.  Such disclosure may be made to the appropriate agency, whether Federal, state, local, or tribal, or other public authority responsible for enforcing, investigating or prosecuting such violation or charged with enforcing or i

	2.
	2.
	 A record from this system of records may be disclosed to a Federal, state, tribal or local agency or to another public or private source maintaining civil, criminal, or other relevant 


	enforcement information or other pertinent information if, and to the extent necessary, to 
	enforcement information or other pertinent information if, and to the extent necessary, to 
	enforcement information or other pertinent information if, and to the extent necessary, to 
	obtain information relevant to a PBGC decision concerning the hiring or retention of an employee, the retention of a security clearance, or the letting of a contract.   

	3.
	3.
	  With the approval of the Director, Human Resources Department (or his or her designee), the fact that this system of records includes information relevant to a Federal agency’s decision in connection with the hiring or retention of an employee, the retention of a security clearance, the letting of a contract, or the issuance of a license, grant, or other benefit may be disclosed to that Federal agency.  

	4.
	4.
	 A record from this system of records may be disclosed in a proceeding before a court or other adjudicative body in which PBGC, an employee of PBGC in his or her official capacity, an employee of PBGC in his or her individual capacity whom PBGC (or the Department of Justice (DOJ)) has agreed to represent is a party, or the United States or any other Federal agency is a party and PBGC determines that it has an interest in the proceeding, and if PBGC determines that the record is relevant and necessary to the

	5.
	5.
	 When PBGC, an employee of PBGC in his or her official capacity, or an employee of PBGC in his or her individual capacity whom PBGC (or DOJ) has agreed to represent is a party to a proceeding before a court or other adjudicative body, or the United States or any other Federal agency is a party and PBGC determines that it has an interest in the proceeding, a record from this system of records may be disclosed to DOJ if PBGC is consulting with DOJ regarding the proceeding or has decided that DOJ will represen


	6.
	6.
	6.
	 A record from this system of records may be disclosed to a congressional office in response to an inquiry from the congressional office made at the request of the individual.  

	7.
	7.
	 A record from this system of records may be disclosed to an official of a labor organization recognized under 5 U.S.C. ch. 71 when necessary for the labor organization to properly perform its duties as the collective bargaining representative of PBGC employees in the bargaining unit.  

	8.
	8.
	 A record from this system of records may be disclosed to appropriate agencies, entities, and persons when (1) PBGC suspects or has confirmed that there has been a breach of the system of records; (2) PBGC has determined that as a result of the suspected or confirmed breach there is a risk of harm to individuals, PBGC (including its information systems, programs and operations), the Federal Government, or national security; and (3) the disclosure made to such agencies, entities, and persons is reasonably ne

	9.
	9.
	 To contractors, experts, consultants, and the agents thereof, and others performing or working on a contract, service, cooperative agreement, or other assignment for PBGC when necessary to accomplish an agency function.  Individuals provided information under this routine use are subject to the same Privacy Act requirements and limitations on disclosure as are applicable to PBGC employees.  

	10.
	10.
	 To the National Archives and Records Administration or to the General Services Administration for records management inspections conducted under 44 U.S.C. 2904 and 2906.  

	11.
	11.
	 To any source from which information is requested in the course of processing a grievance, investigation, arbitration, or other litigation, to the extent necessary to identify the individual, inform the source of the purpose(s) of the request, and identify the type of information requested.  


	12.
	12.
	12.
	 Records from this system may be disclosed to a third party for purposes of providing access to facilities leased by PBGC or on PBGC’s behalf. 

	13.
	13.
	 To another Federal agency or non-Federal entity to compare such records in the agency’s system of records or to non-Federal records in coordination with the Office of Inspector General conducting an audit, investigation, inspection, or some other review as authorized by the Inspector General Act, as amended. 

	14.
	14.
	 To another Federal agency or Federal entity, when information from this system of records is reasonably necessary to assist the recipient agency or entity in (1) responding to a suspected or confirmed breach or (2) preventing, minimizing, or remedying the risk of harm to individuals, the agency (including its information systems, programs, and operations), the Federal Government, or national security. 


	POLICIES AND PRACTICES FOR STORAGE OF RECORDS:  
	Records are maintained manually in paper and/or electronic form (including computer databases or discs).  Records may also be maintained on back-up tapes, or on a PBGC or a third-party physical access control system.    
	POLICIES AND PRACTICES FOR RETRIEVAL OF RECORDS:  
	Records are retrieved by any one of the following: employee or contractor name, PIV card number, temporary access card number, access clearance, key number, key removal date and time, visitor name, date and time of visit, organization, name of PBGC personnel escorting the visitor, visitor badge number, and reason for visit. 
	POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS:  
	Records are maintained and destroyed in accordance with the National Archives and Record Administration’s (NARA) Basic Laws and Authorities (44 U.S.C. 3301, et seq.) or a PBGC records disposition schedule approved by NARA.  Records existing on paper are destroyed beyond recognition.  Records existing on computer storage media are destroyed according to the applicable PBGC media practice for physical security and access control systems and will be 
	maintained in accordance with General Records Schedule 5.6 Security Records Items: 010, 021, 100, 111, 120, 121, 130, and 240. 
	ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS:  
	PBGC has established security and privacy protocols that meet the required security and privacy standards issued by the National Institute of Standards and Technology (NIST).  Records are maintained in a secure, password protected electronic system that utilizes security hardware and software to include multiple firewalls, active intruder detection, and role-based access controls. PBGC has adopted appropriate administrative, technical, and physical controls in accordance with PBGC’s security program to prot
	Electronic records are stored on computer networks, which may include cloud-based systems, and protected by controlled access with PIV cards, assigning user accounts to individuals needing access to the records and by passwords set by authorized users that must be changed periodically. 
	RECORD ACCESS PROCEDURES:   
	Individuals, or third parties with written authorization from the individual, wishing to request access to their records in accordance with 29 CFR 4902.4, should submit a written request to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, or by emailing disclosure@pbgc.gov, providing their name, address, date of birth, and verification of their identity in accordance with 29 CFR 4902.3(c). 
	CONTESTING RECORD PROCEDURES:   
	Individuals, or third parties with written authorization from the individual, wishing to amend their records must submit a written request, in accordance with 29 CFR 4902.5, identifying the information they wish to correct in their file, following the requirements of Record Access Procedure above. 
	NOTIFICATION PROCEDURES:   
	Individuals, or third parties with written authorization from the individual, wishing to learn whether this system of records contains information about them should submit a written request to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, or by emailing disclosure@pbgc.gov, providing their name, address, date of birth, and verification of their identity in accordance with 29 CFR 4902.3(c).  
	EXEMPTIONS PROMULGATED FOR THE SYSTEM:   
	None. 
	HISTORY:  PBGC –28, Physical Security and Facility Access (last published at 89 FR 3436 (Jan. 18, 2024)). 
	  
	SYSTEM NAME AND NUMBER:  
	PBGC – 29: Freedom of Information Act and Privacy Act Request Records  
	SECURITY CLASSIFICATION:  
	Unclassified 
	SYSTEM LOCATION:   
	Pension Benefit Guaranty Corporation (PBGC), 445 12th Street SW, Washington, DC 20024-2101. (Records may be kept at an additional location as backup for continuity of operations at AINS LLC, DBA OPEXUS, 1101 17th St NW #1200, Washington, DC 20036.) 
	SYSTEM MANAGER(S):   
	Deputy General Counsel, Office of the General Counsel (OGC), PBGC, 445 12th Street SW, Washington, DC, 20024-2101. 
	AUTHORITY FOR MAINTENANCE OF THE SYSTEM:   
	5 U.S.C. 552, The Freedom of Information Act (FOIA), and 5 U.S.C. 552a, The Privacy Act of 1974 (PA). 
	PURPOSE(S) OF THE SYSTEM:   
	The purpose of this system is to process requests for records made under the provisions of the FOIA and PA, and to assist PBGC in carrying out other responsibilities relating to FOIA and PA including operational, management, and reporting purposes.   
	CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:   
	Individuals or their representatives who have submitted FOIA requests, PA requests, or combined FOIA and PA requests for records or information and administrative appeals or have litigation pending with a federal agency; individuals whose requests, appeals or records have been referred to PBGC by other agencies and/or the PBGC personnel assigned to handle such requests, appeals and litigation.  
	CATEGORIES OF RECORDS IN THE SYSTEM:   
	Records in the system may contain names, mailing addresses, email addresses and telephone numbers of individuals making requests for records or information pursuant to the FOIA / PA; online identity verification information (User name and password), Universally Unique Identification (UUID), name, and email address from Login.gov for account creation and authentication, and any other information voluntarily submitted, such as an individual’s social security number; tracking numbers, correspondence with the r
	RECORD SOURCE CATEGORIES:  
	Requesters and persons acting on behalf of requesters, PBGC and other Federal agencies having a substantial interest in the determination of the request, and employees processing the requests.  
	ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING CATEGORIES OF USERS AND THE PURPOSES OF SUCH USES:   
	Information about covered individuals may be disclosed without consent as permitted by the Privacy Act of 1974, 5 U.S.C. 552a(b), and:  
	1.
	1.
	1.
	 To law enforcement in the event the record is connected to a violation or potential violation of law, whether civil, criminal or regulatory in nature, and whether arising by general statute, regulation, rule, or order issued pursuant thereto.  Such disclosure may be made to the appropriate agency, whether Federal, state, local, or tribal, or other public authority responsible for enforcing, investigating or prosecuting such violation or charged with enforcing or implementing the statute, or rule, regulatio


	enforcement, regulatory, investigative or prospective responsibility of the receiving 
	enforcement, regulatory, investigative or prospective responsibility of the receiving 
	enforcement, regulatory, investigative or prospective responsibility of the receiving 
	entity.  

	2.
	2.
	 To a Federal, state, tribal or local agency or to another public or private source maintaining civil, criminal, or other relevant enforcement information or other pertinent information if, and to the extent necessary, to obtain information relevant to a PBGC decision concerning the hiring or retention of an employee, the retention of a security clearance, or the letting of a contract.  

	3.
	3.
	 With the approval of the Director, Human Resources Department (or his or her designee), the fact that this system of records includes information relevant to a Federal agency’s decision in connection with the hiring or retention of an employee, the retention of a security clearance, the letting of a contract, or the issuance of a license, grant, or other benefit may be disclosed to that Federal agency. 

	4.
	4.
	 A record from this system of records may be disclosed in a proceeding before a court or other adjudicative body in which PBGC, an employee of PBGC in his or her official capacity, an employee of PBGC in his or her individual capacity whom PBGC (or the Department of Justice (DOJ)) has agreed to represent is a party, or the United States or any other Federal agency is a party and PBGC determines that it has an interest in the proceeding, and if PBGC determines that the record is relevant and necessary to the

	5.
	5.
	 When PBGC, an employee of PBGC in his or her official capacity, or an employee of PBGC in his or her individual capacity whom PBGC (or DOJ) has agreed to represent is a party to a proceeding before a court or other adjudicative body, or the United States or any other Federal agency is a party and PBGC determines that it has an interest in the proceeding, a record from this system of records may be disclosed to DOJ if PBGC is consulting with DOJ regarding the proceeding or has decided that DOJ will represen


	PBGC, or its interest, in the proceeding and PBGC determines that the record is relevant 
	PBGC, or its interest, in the proceeding and PBGC determines that the record is relevant 
	PBGC, or its interest, in the proceeding and PBGC determines that the record is relevant 
	and necessary to the litigation and that the use is compatible with the purpose for which PBGC collected the information. 

	6.
	6.
	 A record from this system of records may be disclosed to a congressional office in response to an inquiry from the congressional office made at the request of the individual. 

	7.
	7.
	 A record from this system of records may be disclosed to appropriate agencies, entities, and persons when (1) PBGC suspects or has confirmed that there has been a breach of the system of records; (2) PBGC has determined that as a result of the suspected or confirmed breach there is a risk of harm to individuals, PBGC (including its information systems, programs and operations), the Federal Government, or national security; and (3) the disclosure made to such agencies, entities, and persons is reasonably ne

	8.
	8.
	 To the National Archives and Records Administration or to the General Services Administration for records management inspections conducted under 44 U.S.C. 2904 and 2906. 

	9.
	9.
	 To another Federal agency or Federal entity, when PBGC determines that information from this system of records is reasonably necessary to assist the recipient agency or entity in (1) responding to a suspected or confirmed breach or (2) preventing, minimizing, or remedying the risk of harm to individuals, the recipient agency or entity (including its information systems, programs, and operations), the Federal Government, or national security, resulting from a suspected or confirmed breach. 

	10.
	10.
	 To the extent needed to perform duties under the contract, to third party contractors who are performing or working on a contract in connection with the performance of an IT service or in support of PBGC’s Disclosure Division related to this system of records. 


	Recipients of these records shall be required to comply with the requirements of the 
	Recipients of these records shall be required to comply with the requirements of the 
	Recipients of these records shall be required to comply with the requirements of the 
	Privacy Act of 1974, as amended, 5 U.S.C. 552a. 

	11.
	11.
	 To respond to FOIA requests and appeals made through the agencies electronic FOIA and PA request system, including the names of FOIA requesters, dates related to the processing of the request, and a description of the records sought by the requester (excluding any personally identifiable information in the description of the records, such as telephone or cell phone numbers, home or email addresses, social security numbers), unless the requester asks for the redaction of any personally identifiable informat

	12.
	12.
	 To assist PBGC in making an access determination, a record from this system may be shared with (a) the person or entity that originally submitted the record to the agency or is the subject of the record or information; or (b) another Federal entity;  

	13.
	13.
	 To the National Archives and Record Administration’s (NARA), Office of Government Information Services (OGIS), to the extent necessary to fulfill its responsibilities in 5 U.S.C. 552(h), to review administrative agency policies, procedures and compliance with the FOIA, and to facilitate OGIS's offering of mediation services to resolve disputes between persons making FOIA requests and administrative agencies;  

	14.
	14.
	 To the Department of Justice (DOJ), to the Department of the Treasury, or to a consumer reporting agency for collection action for unpaid FOIA fees when circumstances warrant; and, 

	15.
	15.
	 To the Office of Management and Budget (OMB) or the DOJ to obtain advice regarding statutory and other requirements under the FOIA or Privacy Act. 

	16.
	16.
	 To another Federal agency or Federal entity, when information from this system of records is reasonably necessary to assist the recipient agency or entity in (1) responding to a suspected or confirmed breach or (2) preventing, minimizing, or remedying the risk 


	of harm to individuals, the agency (including its information systems, programs, and 
	of harm to individuals, the agency (including its information systems, programs, and 
	of harm to individuals, the agency (including its information systems, programs, and 
	operations), the Federal Government, or national security. 


	POLICIES AND PRACTICES FOR STORAGE OF RECORDS:  
	Records are maintained in electronic databases.  Records may also be maintained on back-up tapes, or on a PBGC or a contractor-hosted network.    
	POLICIES AND PRACTICES FOR RETRIEVAL OF RECORDS:  
	Records are retrieved by any one or more of the following: Name, subject, request file/tracking number, or other data element as may be permitted by an automated system.  
	POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS:  
	Records are maintained and destroyed in accordance with the National Archives and Record Administration’s (NARA) Basic Laws and Authorities (44 U.S.C. 3301, et seq.) or a PBGC records disposition schedule approved by NARA. Records existing on paper are destroyed beyond recognition.  Records existing on computer storage media are destroyed according to the applicable PBGC media practice for participant systems and will be maintained in accordance with PBGC Records Schedule. See General Records Schedule (GRS)
	ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS:  
	PBGC has established security and privacy protocols that meet the required security and privacy standards issued by the National Institute of Standards and Technology (NIST).  Records are maintained in a secure, password protected electronic system that utilizes security hardware and software to include multiple firewalls, active intruder detection, and role-based access controls. PBGC has adopted appropriate administrative, technical, and physical controls in accordance with PBGC’s security program to prot
	individuals.  Paper records are kept in file folders in areas of restricted access that are locked after office hours. 
	Electronic records are stored on computer networks, which may include cloud-based systems, and protected by controlled access with Personal Identity Verification (PIV) cards, assigning user accounts to individuals needing access to the records and by passwords set by authorized users that must be changed periodically.  Further, for certain systems covered by this notice, heightened security access is required.  Such access is granted by the specific permissions group assigned to monitor that particular syst
	RECORD ACCESS PROCEDURES:   
	Individuals, or third parties with written authorization from the individual, wishing to request access to their records in accordance with 29 CFR 4902.4, should submit a written request to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing their name, address, date of birth, and verification of their identity in accordance with 29 CFR 4902.3(c), or via PBGC’s online FOIA/PA system the link to which is located at https://www.pbgc.gov/about/pg/footer/foia.  Individuals or
	CONTESTING RECORD PROCEDURES:   
	Individuals, or third parties with written authorization from the individual, wishing to amend their records must submit a written request, in accordance with 29 CFR 4902.5, identifying the information they wish to correct in their file, in addition to following the requirements of the Record Access Procedure above.  
	NOTIFICATION PROCEDURES:   
	Individuals, or third parties with written authorization from the individual, wishing to learn whether this system of records contains information about them should submit a written request 
	to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, providing their name, address, date of birth, and verification of their identity in accordance with 29 CFR 4902.3(c), or via PBGC’s online FOIA/PA system the link to which is located at https://www.pbgc.gov/about/pg/footer/foia.  Individuals or third parties will be required to provide information to verify their identity when making a request.   
	EXEMPTIONS PROMULGATED FOR THE SYSTEM:   
	To the extent that copies of exempt records from other systems of records are entered into this system, PBGC claims the same exemptions for those records that are claimed for the original primary systems of records from which they originated. 
	HISTORY:   
	PBGC – 29: Freedom of Information Act and Privacy Act Request Records — PBGC (last published at 88 FR 41663 (Jun. 27, 2023)). 
	  
	SYSTEM NAME AND NUMBER:  
	PBGC-30: Surveys and Complaints  
	SECURITY CLASSIFICATION:  
	Unclassified 
	SYSTEM LOCATION:   
	Pension Benefit Guaranty Corporation (PBGC), 445 12th Street SW, Washington, DC 20024-2101. (Records may be kept at an additional location of the commercial service provider of Qualtrics, 333 W. River Park Drive Provo, UT 84604, in the Amazon Web Services Government Commercial Cloud). 
	SYSTEM MANAGER(S):   
	Office of the General Counsel (OGC), PBGC, 445 12th Street SW, Washington, DC, 20024-2101. 
	AUTHORITY FOR MAINTENANCE OF THE SYSTEM:   
	29 U.S.C. 1055, 1056(d)(3), 1302, 1303, 1310, 1321, 1322a, 1341, 1342, 1343, 1350; 1431, and 1432; 5 U.S.C. 301; 44 U.S.C. 3101 et seq.  
	PURPOSE(S) OF THE SYSTEM:   
	The purpose of this system of records is for all departments at PBGC to elicit feedback through surveys and respond to complaints PBGC receives from communications contained within them. This includes a process for tracking, receiving, and responding to surveys, complaints, concerns, or questions from individuals about the organizational security and privacy practices.  Names, addresses, and telephone numbers are used to survey customers to measure their satisfaction with PBGC’s services and to track (for f
	CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:   
	Individuals who access a website operated by or on behalf of PBGC; and individuals who are the subject of or are otherwise connected to an inquiry, investigation, or complaint concerning PBGC’s privacy or cybersecurity programs. 
	CATEGORIES OF RECORDS IN THE SYSTEM:   
	Responses to individual survey questions or complaint forms; IP addresses; cookies (session and persistent); email communications; and information pertaining to the individual’s complaint such as their name, email address, phone number, and details about their experience using a PBGC website or their complaint. 
	RECORD SOURCE CATEGORIES:  
	Subject individuals; pension plan participants, sponsors, administrators and third parties; current and former employees or contractors.  
	ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING CATEGORIES OF USERS AND THE PURPOSES OF SUCH USES:   
	Information about covered individuals may be disclosed without consent as permitted by the Privacy Act of 1974, 5 U.S.C. 552a(b), and:  
	1.
	1.
	1.
	 A record from this system may be disclosed to law enforcement in the event the record is connected to a violation or potential violation of law, whether civil, criminal, or regulatory in nature, and whether arising by general statute, regulation, rule, or order issued pursuant thereto.  Such disclosure may be made to the appropriate agency, whether Federal, state, local, or tribal, or other public authority responsible for enforcing, investigating or prosecuting such violation or charged with enforcing or 

	2.
	2.
	 A record from this system of records may be disclosed to a Federal, state, tribal or local agency or to another public or private source maintaining civil, criminal, or other relevant 


	enforcement information or other pertinent information if, and to the extent necessary, to 
	enforcement information or other pertinent information if, and to the extent necessary, to 
	enforcement information or other pertinent information if, and to the extent necessary, to 
	obtain information relevant to a PBGC decision concerning the hiring or retention of an employee, the retention of a security clearance, or the letting of a contract. 

	3.
	3.
	 A record from this system of records may be disclosed in a proceeding before a court or other adjudicative body in which PBGC, an employee of PBGC in his or her official capacity, an employee of PBGC in his or her individual capacity whom PBGC (or the Department of Justice (DOJ)) has agreed to represent is a party, or the United States or any other Federal agency is a party and PBGC determines that it has an interest in the proceeding, and if PBGC determines that the record is relevant and necessary to the

	4.
	4.
	 When PBGC, an employee of PBGC in his or her official capacity, or an employee of PBGC in his or her individual capacity whom PBGC (or DOJ) has agreed to represent is a party to a proceeding before a court or other adjudicative body, or the United States or any other Federal agency is a party and PBGC determines that it has an interest in the proceeding, a record from this system of records may be disclosed to DOJ if PBGC is consulting with DOJ regarding the proceeding or has decided that DOJ will represen

	5.
	5.
	 A record from this system of records may be disclosed to OMB in connection with the review of private relief legislation as set forth in OMB Circular No. A–19 at any stage of the legislative coordination and clearance process as set forth in that Circular.  

	6.
	6.
	 A record from this system of records may be disclosed to a congressional office in response to an inquiry from the congressional office made at the request of the individual.  


	7.
	7.
	7.
	 A record from this system of records may be disclosed to an official of a labor organization recognized under 5 U.S.C. ch. 71 when necessary for the labor organization to properly perform its duties as the collective bargaining representative of PBGC employees in the bargaining unit.  

	8.
	8.
	  A record from this system of records may be disclosed to appropriate agencies, entities, and persons when (1) PBGC suspects or has confirmed that there has been a breach of the system of records; (2) PBGC has determined that as a result of the suspected or confirmed breach there is a risk of harm to individuals, PBGC (including its information systems, programs and operations), the Federal Government, or national security; and (3) the disclosure made to such agencies, entities, and persons is reasonably n

	9.
	9.
	 To contractors, experts, consultants, and the agents thereof, and others performing or working on a contract, service, cooperative agreement, or other assignment for PBGC when necessary to accomplish an agency function. Individuals provided information under this routine use are subject to the same Privacy Act requirements and limitations on disclosure as are applicable to PBGC employees.  

	10.
	10.
	 To the National Archives and Records Administration or to the General Services Administration for records management inspections conducted under 44 U.S.C. 2904 and 2906.  

	11.
	11.
	 To any source from which information is requested in the course of processing a grievance, investigation, arbitration, or other litigation, to the extent necessary to identify the individual, inform the source of the purpose(s) of the request, and identify the type of information requested.  

	12.
	12.
	 To Another Agency or Non-Federal Entity in Connection with an OIG Audit, Investigation, or Inspection: To another Federal agency or non-Federal entity to compare 


	such records in the agency’s system of records or to non
	such records in the agency’s system of records or to non
	such records in the agency’s system of records or to non
	-Federal records in coordination with the Office of Inspector General conducting an audit, investigation, inspection, or some other review as authorized by the Inspector General Act, as amended. 

	13.
	13.
	 To another Federal agency or Federal entity, when information from this system of records is reasonably necessary to assist the recipient agency or entity in (1) responding to a suspected or confirmed breach or (2) preventing, minimizing, or remedying the risk of harm to individuals, the agency (including its information systems, programs, and operations), the Federal Government, or national security. 


	POLICIES AND PRACTICES FOR STORAGE OF RECORDS:  
	Records are maintained in electronic databases.  Records may also be maintained on back-up tapes, or on a PBGC or a contractor-hosted network.    
	POLICIES AND PRACTICES FOR RETRIEVAL OF RECORDS:  
	Indexing surveys and complaints will be determined by individual system implementations, but records are generally indexed by a generic, sequential survey or complaint record identifier. Records may be indexed by a combination of survey responses and contact information that is voluntarily provided through the survey or complaint form.   
	POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS:  
	Records are maintained and destroyed in accordance with the National Archives and Record Administration’s (NARA) Basic Laws and Authorities (44 U.S.C. 3301, et seq.) or a PBGC records disposition schedule approved by NARA.  Records existing on paper are destroyed beyond recognition.  Records existing on computer storage media are destroyed according to the applicable PBGC media practice for systems that leverage this SORN and will be maintained in accordance with PBGC Records Schedule.  See General Records 
	ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS:  
	PBGC has established security and privacy protocols that meet the required security and privacy standards issued by the National Institute of Standards and Technology (NIST).  Records are maintained in a secure, password protected electronic system that utilizes security hardware and software to include multiple firewalls, active intruder detection, and role-based access controls. PBGC has adopted appropriate administrative, technical, and physical controls in accordance with PBGC’s security program to prot
	Electronic records are stored on computer networks, which may include cloud-based systems, and protected by controlled access with Personal Identity Verification (PIV) cards, assigning user accounts to individuals needing access to the records and by passwords set by authorized users that must be changed periodically.  Further, for certain systems covered by this notice, heightened security access is required.  Such access is granted by the specific permissions group assigned to monitor that particular syst
	RECORD ACCESS PROCEDURES:   
	Individuals, or third parties with written authorization from the individual, wishing to request access to their records in accordance with 29 CFR 4902.4, should submit a written request to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, or by emailing disclosure@pbgc.gov, providing their name, address, date of birth, and verification of their identity in accordance with 29 CFR 4902.3(c). 
	CONTESTING RECORD PROCEDURES:   
	Individuals, or third parties with written authorization from the individual, wishing to amend their records must submit a written request, in accordance with 29 CFR 4902.5, identifying the 
	information they wish to correct in their file, in addition to following the requirements of the Record Access Procedure above.  
	NOTIFICATION PROCEDURES:   
	Individuals, or third parties with written authorization from the individual, wishing to learn whether this system of records contains information about them should submit a written request to the Disclosure Officer, PBGC, 445 12th Street SW, Washington, DC, 20024-2101, or by emailing disclosure@pbgc.gov, providing their name, address, date of birth, and verification of their identity in accordance with 29 CFR 4902.3(c). 
	EXEMPTIONS PROMULGATED FOR THE SYSTEM:   
	None. 
	HISTORY:   
	PBGC-30: Surveys and Complaints — PBGC (last published at 89 FR 3436 (Jan. 18, 2024)). 
	 





