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Objectives and Goals

Today, PBGC system upgrade efforts are often difficult, expensive, and ad hoc, rather than being recognized as an important consideration in the development process. Although many systems are upgraded during their lifetime, design for the ability to upgrade is not usually a standard part of current software and system engineering practices. 

At PBGC, the Integration and Testing Center (ITC) has been established as the facility that allows PBGC system/network developers to test new or changed applications, platforms, and architectures before releasing them into PBGC's production environment.  To this end, the ITC is charged with establishing the test environment for new software applications and upgrades, and for managing subsequent deployments to the production environment.

To ensure successful deployments and upgrades, the ITC has created this Application Deployment Guide to describe processes that must be addressed by project teams throughout the system development life cycle.  The Application Deployment Guide is divided into three sections: Planning and Design Phase, Development and Implementation Phase - Testing, and Development and Implementation - Implementation.  These stages map directly to the phases of the same name in PBGC's Systems Life Cycle Methodology (SLCM).  This document is intended to specify the information ITC needs from project teams throughout the systems development life cycle, as well as to describe the roles of other groups involved in the application and upgrade release process.  

Although this document will reference components of PBGC Change Management policy, this document is not intended to establish that policy.  The intent is to interpret current policies and framework(s) into more specific details and procedures as they relate to application deployment and the upgrading of systems.

1 Planning and Design Phase

1.1 Change Management System

PBGC uses Peregrine's Service Center and its Change Management module to track and record all aspects of IT changes.  This process is commonly referred to as Change Control.  Examples of components stored in Service Center include point of contact information, planned and actual milestone dates, associated tasks supporting the overall change, and other information about the change.  For greater detail about Service Center, please consult the PBGC Change Management document.

Please note the use of Service Center is mandatory and any proposed changes not represented in Service Center will not be supported by the ITC.

1.2 Risk and Lead Time

The degree of risk when making a change must be evaluated throughout the development process.  At the completion of each phase, the risk of impact should be re-evaluated.  This risk level can help identify the level of involvement required from additional personnel, and the coordination needed for implementation.  Service Center requires that each Change record be assigned a change risk level.  See PBGC Change Management v3.0 for evaluation criteria as a beginning point for determining your change risk level.  Appendix C contains specific examples by risk level.

A difficult aspect of coordination is allowing for enough time for the information to be sent, received, and understood by all parties.  With higher levels of risk, it is important for a greater number of people to be involved.  This involvement can vary from policy approval, to technical advice, to implementation and post-implementation support.

PBGC has provided in the Change Management policy a list of standard lead times by risk level.  The following table shows the amount of time generally required from entry of the change record to the actual implementation of the change: 
Risk Level
Lead Time 
Comments
6 (High/Highest) 
4 weeks 
Most complex, involved changes 
5 (Somewhat High)
3 weeks 
Major or significant changes 
4 (Moderate/Medium)
2 weeks
Medium, average, more common changes 
3 (Some/Small)
1 week
Small, simple changes 

2 (Low)
3 days
Routine operational support and repair work 

1 (Very Low) 
N/A
Administrative updates 
0 (None)
N/A
Change related assignments 

Urgent or emergency changes are necessary from time to time.  However, there should be no difference in the steps to complete an urgent or emergency change.  Urgent and emergency changes are only relieved of the lead time constraint due to their definition.  All other change policies apply.  Considering that urgent and emergency changes routinely evolve from risks, it is even more important that coordination occur to prevent additional changes.  

1.3 Coordination Required During Lead Time 

Sometime between the start of development and actual implementation, the development team must coordinate changes with several groups.

The development team making a change to the production environment must discuss the change with other IT support and development groups who attend the Weekly Change Control Meeting.  The proposed date to change the system may conflict with another change.  Changes that overlap increase the technical risk and can be difficult to support in the case of failures.  The development team should also discuss changes and their timing with effected business owners.  

The risk to critical business systems by system changes during the normal workday should be avoided at all costs because system users often have critical deadlines that should not be interrupted. 
Systems changes are recommended to occur during non-critical periods of time.  To minimize business risk, the business owners must be involved in determining the specific timing for the system change.

The development team should discuss pending changes with the ITC staff early in the development process.  According to PBGC’s Systems Life Cycle Methodology (SLCM), the development team should plan the test and production environments during the Planning and Design phase, which is prior to the commencement of development.  The ITC must understand the development teams objectives in order to provide support during the testing, implementation, and post-implementation phases of the change.  See the Planning and Design phase of the SLCM Framework for additional information on activities required for these planning tasks.

1.4 Recovery Plan

Upgrades can fail. There must be a way to back-out of an unsuccessful upgrade.  The development team must consider the impact of changes and develop a recovery plan.  Understanding the impact of this change and planning for recovery can reduce outages in the production environment as well as potentially reduce time between testing iterations.

Recovery plans can be as simple as copying files to additional recovery locations or renaming the files to the often used “.old” extension.  However, complex recovery plans may be needed for server replacements, extensive data migrations, or database changes.  These recovery plans must be valid for immediate recovery and for recovery during the next business day.  If the user verification and post-implementation testing is successful (see Section 3.3 Making an Application Release), immediate recovery plans will not be conducted.  Until user verification and post-implementation testing is complete, ITC staff will be responsible for invoking the recovery plan.  After successful verification and testing by the user community immediately following the implementation, the business owner and affected IRMD divisions will be responsible for authorizing and performing the recovery plan.

Recovery plans should use the same structure and contain the same information as implementation plans.  The recovery plan should provide clear instructions for anyone to be able to execute the recovery plan in the event that the initial implementer is unavailable.  The recovery plan information should be recorded in the main Change Control records.  Supplemental information or details may be required in the task records.

The ITC will not conduct an upgrade or implement a change without discussion and an agreement of a recovery plan.

2 Development & Implementation Phase; Testing

All changes to operating system software and other software products including new products, new releases, maintenance, and data fixes are required to be installed and tested in the ITC before being implemented in the production environment, unless an exception has been approved by the IRMD Department Director.

See the ITC User’s Guide for general ITC facility information and reservation requirements and instructions.

The ITC staff will implement the system change using the development teams instructions in the ITC environment.  At times it is necessary for the ITC staff to translate specific production references to ITC references.  For example, the ITC staff can not log in to GENESIS to implement database scripts.  Although the instructions may state log in to GENESIS, the ITC staff must translate that GENESIS in production is ITCGENE in the ITC.  Although many of these translations are simple and routine, some applications require extensive translation for successful testing in the ITC.  For applications that are difficult to import from production to the ITC, there are import – export guides documenting the necessary permissions, directory structures, files, and dependencies.  The ITC will continue to develop and update these documents in order to improve quality and minimize necessary lead times.

Upon completion of successful testing in the ITC, the ITC staff will prepare for production deployment.  Preparation steps by the ITC staff include reviewing any translation steps conducted for testing and updating the change control record with comments and an approval. 

3 Development & Implementation Phase; Implementation

3.1 Change Management Approval Process

The application deployment process is represented between parent and task records in Change Control.  Parent records describe the overall change and the business objective of the change.  Task records focus on technical content and procedures to support the overall change.  A client-server or web release may contain a LAN_TASK and a DATABASE_TASK.  Although IV&V will not be discussed in full by this document, some applications require an IV&V_TASK, which is conducted by the PRISM IV&V Team.  Other tasks such as a DESKTOP_TASK and a WKS_TASK may also be required for an application deployment.

Task records with the category of LAN_TASK are used to identify environment changes involving file operations, NAL object modifications, and server modifications.  For all deployments, the LAN tasks should be assigned to the ITC workgroup (info.app.itc).  The point of contact received during the testing reservations should be the default assignee.  However, ITC management may re-assign the task to other staff, as necessary.

Applications deployments that involve modifications to the database environment require a task record with the category of DATABASE_TASK.  Database tasks should first be assigned to Jay Danielski within the production DBA workgroup (info.infra.dba).  Production DBA management will modify the assignment as appropriate.

The approval process is significantly different between parent and task records of an application release.  Parent change records have approvals by IRMD division managers, application system owners, and development team managers.  Also, all application change categories have a status approval for Section 508 compliance and ITC testing for the parent records.  As of May 1, 2002, all new parent records in the IOD_APPS category, except for IPS and IPVFB, will also have a deployment approval conducted by a member of OASD.

Technicians and technician managers approve task records prior to implementation.  Approvers are built and rebuilt based on the risk levels and other dynamic fields of the task.  Task records approvers will evaluate the technical merit of the tasks.  Information contained in the task record should be enough to evaluate and approve.  However, additional supporting material may be attached to the parent change record and further discussions between approvers and development teams may be required.
3.2 Source Control; PVCS

According to PBGC's Chief Information Officer and Change Management, Merant's PVCS Version Manager must be used to maintain the source integrity of all in-house developed PBGC.  The organization of the project databases and the permissions are currently controlled by each development team with no standard or set procedure.  However, the development teams must allow for ITC staff to retrieve all elements of the deployment package from a Version Manager repository.

Database scripts, compiled application files, source code, implementation plans, and release checklists are examples of elements that must be in Version Manager.  Although implementation plans and deployment checklists are often useful when review Change Control items, only items in Version Manager will be used to implement a change or make an application release.  The ITC staff and the production DBA team only requires read-only access to files that will be used in the implementation.  In addition to security control, the ITC strongly suggests the use of promotion models to ensure the implementation of the correct revisions.  Promotion models are expected to become a future requirement of the production deployment process.  When promotion models are used, ITC staff will be responsible for promoting the revisions tested in the ITC to the next level.

The ITC has developed an internal procedure for extracting files from the PVCS Version Manager.  The ITC PVCS Internal User guide outlines the procedures for opening a project database, filtering the contents based on a promotion group, and performing a "GET" function to retrieve the default revision.  The development teams must provide sufficient instructions for the ITC staff to perform the extraction.  Any special instructions outside of the functions outlined in the ITC PVCS Internal User Guide should be specifically documented by the development teams.  Those special instructions will be added to the ITC documentation in case of future use.

3.3 Making the Application Release

After the successful completion of testing, the development team must provide information to the Help Desk for planning post-implementation support.  The Help Desk and the WAN Team require planned outage information, a brief description of the change, and any available problem resolutions for known issues.  Known issues and problem resolutions should be stored in PVCS Tracker.  Future expectations suggest that PVCS Tracker entries will be required and access will be provided to support teams.  These items will assist the Help Desk and the WAN Team to respond to support calls and potentially avoid problem tickets being routed and assigned to the development teams.

At the agreed upon implementation date, the ITC staff will implement the system change.  The ITC staff will follow the previously used instructions and procedures for implementing the change.  No deviations will be made between the ITC implementation to the test environment and the production implementation outside of normal environmental translations.  (See Section 2. Testing Phase for an example of "normal translations".)  In addition to performing the implementation task, the ITC staff will update the change control records and distribute the necessary information for the Significant Occurrences Report (SOR) via Change Control and the email system.

Immediately following implementation, the development team should make arrangements to verify the successful implementation with the user community.  Typical users in both the Headquarters and the Field Benefit Administration offices should represent the user community to perform post-implementation verification and testing no later than one hour after implementation tasks have been complete.  Any implementation issues should be documented and will be handled immediately by the ITC using the predetermined recovery plan if necessary.  The development teams can expect to be involved in the event of an issue.  Although most issues with a new release are identified immediately, the development teams, the Help Desk, and the ITC will be in communication until the implementation is declared a success.  Successful post-implementation verification and testing establishes a successful implementation.  After the ITC staff performs a successful implementation, the Help Desk becomes primary support for the application.

4 ITC Responsibilities

4.1 Application Deployments

All custom developed applications must be released by the ITC.  Most custom developed client-server applications at PBGC are developed with a Visual Basic or PowerBuilder user interface (client) with an Oracle database (server).  Common examples of these applications are PRISM, CAS, PAS, and IPS. Custom developed web applications are new to PBGC but are utilizing Cold Fusion, Microsoft .Net, and other related web technologies.

Commercial Off-The-Shelf (COTS) packages will continue to be implemented by the Software Integration (SWI) team.  COTS packages are defined as tools or applications that do not require significant modifications to operate in PBGC’s environment.  The SWI team will customize the setup or implementation of the software to meet the deployment needs of the agency. In the event that a custom application utilizes COTS software, the ITC and SWI team will work together to ensure a successful implementation.  

For all deployments, the ITC will create and modify all Novell Application objects including contents and file permissions and perform any necessary file operations on files servers such as copy, move, and delete.  The ITC staff will be responsible for delivery to the production environment at headquarters and to the Field Benefits Administration (FBA) offices.  The ITC will work closely with the WAN team to monitor any changes and discuss any special circumstances with the FBA environments.  The WAN team will maintain all other roles and responsibilities other than application deployment.

Although the ITC staff can, in most cases, provide normal production and user support, the Help Desk should remain the primary point of contact for production and user support.  The Help Desk should pursue all sources of information including the development teams and previous release material provided to resolve issues.   The ITC staff will support the Help Desk in the event of a failure of a major business system by reproducing the production environment in the ITC or as a result of implementation issue.  All fixes or changes to the environment driven by implementation issues will be appropriately documented in Change Control.

The ITC staff will continue to work with the production DBA staff during database server releases.  In conjunction with a client release, the ITC staff will continue to be the point of contact for the release.  See Section 4.2 Production DBA Coordination.

4.2 Production DBA Coordination

All system changes that require support and coordination will be coordinated with the production DBA team.  Although the ITC staff will work closely with the DBA staff during testing and production implementation, it is important for the development teams to continue attending and discussing their system changes at the Weekly DBA Coordination Meeting.

File transfers, i.e. database scripts and logs, and implementation instructions will generally occur through the ITC staff.  Because the ITC staff is responsible for the entire environment, the ITC staff must be aware changes surrounding a testing or release effort.

4.3 Architectural Implications

The ITC staff can also conduct hardware and other infrastructure changes that are specifically required by application changes.  The ITC staff will coordinate and work with the Technical Infrastructure Division (TID) to reduce the level of risk and to follow the procedures of the associated team.  For example, the ITC has built and installed ALG servers numerous times in the ITC.  The ITC staff can leverage this knowledge by implementing the same process in the production environment to ensure a successful and coordinated application release and its associated hardware.  However, the ITC will rely on TID to complete server certifications and maintain the hardware.
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